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1 Overview

This document provides a details information and application guidance for the user of the
management software, the PLANET Mesh Network Manager (MnM). This network
management system is intended to perform an overall monitoring and configuring features for
the PLANET Mesh Network.

PLANET Mesh Network Manager Guide Page 6 of 126



PLANET Mesh Network Manager Guide

2 System Requirement

The PLANET Mesh Network Manager is written in JAVA, hence it has the feature of cross
platform, capable to run in most of the platform. The following are the recommended system
requirement.

- 256 MB RAM (recommended minimum)

- 10 MB hard disk space

- Microsoft Windows 2000, XP (recommended)

Besides, in order to enable the NMS to work properly, the following ports must be allowed
through any firewall between the NMS and the agent:

- Port 161 (by default) — Use for standard SNMP Get and Set

- Port 162 (by default) — Use for listen to SNMP Trap

- Port 4608 (by default) — Used by the Discovery Tool

- Port 8188 (by default) — Use to listen for the Layer-2 node’s notification
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3 Utility Installation and Un-installation

3.1 Installation

Insert the bundled CD into the CD-ROM drive to launch the auto run program. Once
completed, a menu screen will appear. Click the “PLANET Mesh Network Manager v_2.8.7"

hyperlink and select “Open” or “Run” to initiate the install wizard.

InstallAnywhere

! ) Installtnpwhere iz preparing to install
e |

Cahcel

& 2002-2006 Macrovizion Europe Ltd, and/or M acrovision Corporation

After the wizard completes preparation, follow the 6 easy steps directed by the wizard to

perform the installation.
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3.1.1 Introduction

il PLANET Mesh Tools 2.8.7 A=

Introduction

& Introduction InstallAnywihere will guide you through the installation of PLANET

Mesh Tools 2.8.7.

all Folder

Itis stronaly recommended that you quit all programs hefore
continuing with this installation.

Click the 'Mext' buttan to proceed to the next screen. Ifyou want to
change something on & previous screen, click the Previous' button,

fou may cancel this installation at any time by clicking the 'Cancel’
button.

Cancel Frevious

Simply explain what this software is about. Press Next to proceed.

3.1.2 Choose Install Folder

¥ PLANET Mesh Tools 2.8.7 =]

Choose Install Folder

" ntroduction Where Would You Like to Install?
Install Folder |C:'|,F‘ru3gram Files\PLAMET Mesh Tools 2.8.7 |

B Folder [ Festare Default Folder H Choosge... ]
SRS

Previous
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Prompt user to choose the install path (directory) and name the install folder. Press Next to

proceed.

3.1.3 Choose Shortcut Folder

2 PLANET Mesh Tools 2.8.7 =13
Choose Shortcut Folder

Where would you like to create product icons?

stall Folder & In a news Pragram Group: |F'LF'.NET Mesh Tools 2.8.7
orteut Folder

e 3 In an existing Program Group: | 502,11 Wireless LAN
Han Surmermsng

("1 Inthe Start Menu

| CarnplaE

3 On the Deskkop

1 In the Quick Launch Bar

) Other: | Choose...

) Don't create icons

[] create Icons For All Users

Previous

Specify where the software shortcut will be created at. Press Next to proceed.
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3.1.4 Pre-Installation Summary

il PLANET Mesh Tools 2.8.7 A=
Pre-Installation Summary

Please Review the Following Before Continuing:

Product Name:
PLAMET Mesh Tools 2.8.7

Install Folder:

ChProgram Files\PLANET Wesh Tools 2.8.7
Completz
Shortcut Folder:

ChDocuments and Settings\enmStart
MenwPrograms\PLANET Mesh Toaols 2.8.7

Disk Space Information (for Installation Target):
Required: 111,253,230 hytes
Awailable: 17,488 826,368 bytes

Cancel Previous I Install

Let user have a quick review about the installation settings before start installing. Press
Install button to start the installation.
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3.1.5 Installing

2 PLANET Mesh Tools 2.8.7 EoE

Installing PLANET Mesh Tools 2.8.7

" Introduction
all Folder

Installing... Uninstall PLANET Mesh Tools 2.8.7.exe

Installation is in progress. Once the installation is completed it will direct the user to the next

step.
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3.1.6 Installation Complete

2 PLANET Mesh Tools 2.8.7 =13

Install Complete

Congratulations! PLAMET Mesh Taols 2.8.7 has heen successiully
installed to:

CAProgram Files\PLAMET Mesh Tools 2.8.7

Press "Done" to quit the installer.

= Install Complete

Cancel Pravious [l

Indicating the installation is completed, and user can select to restart the system instantly or

afterward, in order to complete the installation. Press Done to conclude the installation. After

that, you may launch the NMS through the shortcut you created previously.
3.2 Un-installation

In order to uninstall the PLANET Mesh Network Manager from your terminal, you can get the
uninstaller wizard from the software directory. The uninstaller, namely Uninstall PLANET
Mesh Tools, is located at the Uninstall PLANET Mesh Tools folder. Launch the uninstaller

wizard by double-click the executable file. Follows the following steps:
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3.2.1 Introduction

{2 Uninstall PLANET Mesh Tools 2.8.7 A=
Uninstall PLANET Mesh Tools 2.8.7

Ahout to uninstall...
PLAMET Mesh Toals 2.8.7

This will remove features installed by Installanywhera, 1twill not
rernove files and falders created after the installation.

Frevious [ Uninstall

An introduction regarding the uninstallation of the PLANET Mesh Management Tool. Click
Uninstall to start the process.

3.2.2 Uninstalling

{2 Uninstall PLANET Mesh Tools 2.8.7 A=
Uninstall PLANET Mesh Tools 2.8.7

" ntroduction Please wait while Installdnywhere's uninstaller
removes the Following Features. ..
Files...
Shortcuts...
LaunchAmawhere
Folders...
Fegistry...

Uninstalling... Uninstall PLANET Mesh Tools 2.8.7.Ink

Cancel
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Uninstallation is in the progress. Once the progress is completed, it will automatically direct
you to the next step.

3.2.3 Uninstallation Complete

il Uninstall PLANET Mesh Tools 2.8.7 A=

Uninstall Complete

All iterms were successfully uninstalled.

& Uninstall Complete

The software is uninstalled. You may choose to restart the terminal instantly or afterward in

order to complete the process.
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4 How to Use PLANET Mesh Network

Management Tools

4.1 Quick Start

First of all, make sure the terminal where you installed your PLANET Mesh Network
Management Tools is connected to the network, via Wireless or Wired LAN. Then, launch the

NMS at the location where you install it.

For a Layer 3 Mesh network:
Click the Create Map button on the toolbar to generate a new map profile. A dialog box would
appear, select SNMP Map and enter the name of the new profile. After that, hit the OK button

to complete the set up. A new map will be inserted into the NMS.

Then, click on the drop-down list on the toolbar of the new profile, where it prompts users to
insert the Scan IP Address, the destination IP Address to be scanned. Enter the desired IP
and click the button next to the list to save the IP. Finally, select the Start Scan button on the
map’s toolbar, the scan will be initiated and run. The result of the scan will be plotted on the

map area. User is free to adjust the position of the found-unit on the map.

For a Layer 2 Mesh network:
Prior to set up the utility, user is required to add the IP address of the NMS terminal on the

web page (Management > NMS Addresses) of Layer 2 nodes.

After the Layer 2 node configuration is done, activate the NMS and click the Create Map
button. A dialog box would appear, select Layer-2 Map and enter the name of the new profile.
After that, hit the OK button to complete the setup. A new map will be inserted into the NMS.

Before shutting down the NMS, user can save the profile settings, including the coordinate of
the found Mesh AP units on the map, by click on the Save Map button on the map toolbar.
The saved profile can be loaded directly to the NMS next time using the Open Map button on

the toolbar.

For further description regarding the functions and features of the PLANET Mesh Network

Management Tools, user may refer to the following section.
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4.2 Software Overview & Features

4.2.1 Software Layout

Before we proceed further, let us have an overview at the layout of the NMS. Basically, the

PLANET Mesh Network Management Tools is consists of three major sections:

= Map Container
= MIB Reader

= Alarm Viewer

User can switch the view of the NMS by select the tabs at the left bottom corner, as illustrated,
or through the menu bar.

i firewallTablelndex
0 firewallTableTarget
% >

| Ea) (M)

Global Yiew |
M0 o [ Warm )

ey

42.1.1 Map Container

The Map Container is the section where user can monitor and manage the mesh network.
The network will be displayed in the form of graphical topology map, and the status will be

updated periodically.

The center frame of the Map Container is the space to plot the topology map. More than one
map can be created and run simultaneously. The status of the map will be logged to the

status pane at the bottom of the map. Each topology map has its own status pane.

The panel at the left of the map space is the Node Details panel. It is used to display the
properties of the selected Mesh AP unit on the topology map. The information of the AP will
be loaded into the table, and the graph below the table shows the signal strength between the
selected AP with its neighbour APs. The column at the bottom of this panel is used to invoke

the live stat monitoring feature.

The right panel, meanwhile, is to display the details of the clients associated to the Mesh AP
unit. The panel is divided into two parts, the Client Properties and Client Signal Strength
portion. Each portion will be automatically updated every minute, to provide the admin user

the live result regarding the clients.
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<2 PLANET Mesh Network: Management Tools

Fle Wew Settings Advanced Help

/T?f,-,,\’ L\/-\ I -\/T\f: D £ D\ N £ :\/w\ /E\/,’:j\

Hode Details: | [ 7 TEST & Client Properties ¥ | *
92| Fie settings map 10.24.218.4
C Paremeter 3 Cvalue )
P Adress 0242190 |4 = Hj 52 !‘; ) \3’ & @; seank: 172202190 4 | S P
Made [Clert-Relay S &S 4 - / & 1021.2314
System Name PLANET MAP-30. 7 + - Mo Client Found -
Object D |iso.org.dod inter .|
Description PLANET Mesh AF 10.21.2314 Client Signal Strength ¥
Locetion unkniown
Contact Junknawen 10.24.219.4
RF Power (Mesh) |20 dBm | PLANET
RF Power (Client)  [20 dBm 00:15:00:41:0:64 I 56 1=si
intime: Innon davs ank 1T e
Neighbour Signal Strength e
9 g o - Ma Client Found -
RSS! value
00 0102 03 04 05 08 07 08 09 10 B
10242194
a
a
e
]
=
= v
S + € ) »
Status: | Done . Slesping P>
TEST
TEST Coopy an 3¢ clear an >
Live Stat Settings
Mode P 10242181
ShMPY  2c L. |
Community e
Pall Interval 10 sBconds
f LY b
{ Star Live Stet
M oytoFie | TargetMap:|7EsT
[Mﬂ“ma]marm] Event Log | TEST B W m Refresh

42.1.2 MIB Reader

The MIB Reader provides user a simple user-interface to retrieve as well as configure the
settings of the Mesh AP unit through the standard or vendor proprietary MIB files. With the

correct community and password, user can perform the SNMP actions such as SNMPGet,

SNMPSet and SNMPTable.

PLANET Mesh Network Manager Guide
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& PLANET Mesh Network Management Tools

File  View Sattlngs Advanced  Help

I N T (R 2

Pae@m @@
4 P A

MIB Reader |

L Load AR Unload A

E‘[g Lgaded mibModules IP Address Username

Community Authertication Password

SHMP Wersion Wersion 1 or 2c I"ﬁ

Inpt Yalue Privacy Password

o] s} [ Syntax

Description:

Qutput:

\ L &

Glabal view[]

Map | MIB i Alarm

The left pane displays the list of MIB and its tree. User can load and unload MIB file from the

desired location. More than one file can be loaded into the MIB Reader. In order to read or set
an item, expand the MIB tree, select the desired node. Select the SNMP version; fill in the IP
Address and other necessary keyword. Then click on the command button (SnmpGet,
SnmpSet, SnmpWalk, Load Table, etc..) on the toolbar. The output will be shown on the

Output column.

4.2.1.3 Alarm Viewer

The Alarm Viewer is a trap receiver. It received the SNMP alarms and notifications directed by
the Mesh AP units and display in the table at the center frame. Select the table entry in order

to view the description of the trap.
Note that the table is a read-only table, which displays the trap’s source IP Address,

description, severity and the time when the trap or alarm was caught. These alarms should be

deleted once they were reviewed and resolved, by clicking the Delete button.
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2 PLANET Mesh Network: Management Tools E‘E‘

Fle Wew Setings Advanced Help

Trap Viewer

L0

& Detete 3¢ Select . 3¢ Deselect .. 3

SNMP Settings

Part 62

“Wersion 2c

Communty e

User name Snmpvravuser

Auth Password

Priv Passward

View (Type)

eneric Trap
! rterprise Trap

i\n‘iew {Severity)
I ritical

[ Forring

Alarm Level
Warning Msg

Critical
Warning M

Off / Mute

v
Alarm Beep

Add Trap Agents

Add Now

| Map | MIB i Alarm i

Cindex: 3 Source P

Description O CSeverit Time Stamp

Statys:| Ready.

{ Trap Description

[FLog to File

4.2.2 Toolbar Reference

This section provides a quick reference for the buttons in the toolbar of the NMS. The

description of the toolbar of the NMS is illustrated at the table below:
Button

o
¢
@
#

PLANET Mesh Network Manager Guide

Name

Create Map

Open Map

View Tile

View Cascade

SnmpGet

SnmpSet

Load Table

Refresh Table

Function

Create a new topology map profile

Open a pre-saved topology map profile

View the topology map in grid layout

View the topology map in cascade layout

SnmpGet the data from MIB tree

SnmpSet the data from MIB tree

Load the SNMP table from MIB tree

Refresh the SNMP table from MIB tree
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@ Add Table Row
@ Del Table Row
,’ SnmpWalk
@ Start Trap
Stop Trap

&)

Add a row to SNMP Table
Delete a row from SNMP Table
Walk the selected item from the MIB tree

Initiate the Alarm Host system

Stop the Alarm Host system

On the other hand, the following table shows the description of the toolbar of the map

container:
Button Name
7 Import
Q Background
(= Save Profile
=
.: E‘. Scan Start
!-"" — > Scan Stop
L)
y Initiate Port
y Close Port
@"-'ﬁ! Zoom In
@"' Zoom Out
£ T Zoom Fit
[ a! Lock
-/
=5  Unlock
:f_-"- Block List

PLANET Mesh Network Manager Guide

Function
Import an image file to use as the background
image of the topology map

Save the current topology map

Start the network scanning (SNMP Map only)

Stop the network scanning (SNMP Map only)

Open port to listen to Layer-2 notification (Layer-2
Map only)
Close Layer-2 notification port (Layer-2 Map only)

Zoom in the topology map by 25%

Zoom out the topology map by 25%

Zoom the topology map to a size that fit the
screen

Lock the AP units on the map

Unlock the AP units on the map

Open the block list window
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4.2.3 Features

4.2.3.1 Create Map

In the NMS, two topology maps are available: SNMP Map and Layer-2 Map. These two types
of map look similar. The main difference between them is the method to get the topology

information.

e The SNMP Map is the ordinary type, where it uses the SNMP protocol to collect the
topology from the nodes discovered, and then plot the map using the collaborate data.
e Whereas the Layer-2 Map opens a specific port to listen for the notification from the

nodes, in order to plot the map. Prior to this, user is required to add the information of

the NMS terminal (IP Address) to the node. Thus in fact, the Layer-2 Map can receive
the notification not only from the layer-2 mode AP, but any other mode as well, as

long as the NMS Address table is set.

In order to create a new Topology map profile, user can click on the Create New button on
the main toolbar, or select File > Create New from the menu bar. A window would turn out to
prompt user for the type and name of the new map. User may select the type of the profile

from the drop down list, and enter the name in the provided column.

Add New Profile

Fleaze enter the new profile name.
(Mo special character allowed)

Frofile Type |SNMP Map v

Profile Marme |

[ Qe H Cancel ]

Please be aware that special character such as #, $, % (except _), are not allowed to use as
the name of the topology map name to avoid data corruption, since the name of the map will
be used as the header of their data file. On the other hand, the system also not allow user to
create a new profile with the name of the existing map in the NMS.

Two Profile Types can be found, SNMP Map and Layer 2 Map. Please chose SNMP Map for
Layer 3 mode Mesh Network Management and Layer 2 Map for Layer 2 Mode Mesh Network

Management.

Hit the OK button to proceed, or Cancel to close the window.
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Please make sure your Layer 2 Mesh Nodes are pre-configured for this MnM
& installed PC. Otherwise, MnM can not display your Mesh nodes in the map also
Note cannot show the correct information at the mean time. Please also refer to Web
guide section 3.5.10 for more.

4.2.3.2 Open Map

In stead of create a brand new topology map, user can re-open the map profile that has been
saved previously. Click the Open Map button, or select File > Open Map from menu bar, a
file chooser window would appear on the screen, to prompt user to choose a map. Select the
desired one, and hit the Open button. The profile will be loaded to the NMS with all its

settings.

Fa ]
Open
Laook ir; 1) Map ¥ T EI

=] m Location_A
I_kﬁ 4] test_site
hly Recent
Documents
Desktop
r‘-‘/' File name:
by Documents  Files oftYPe!  Map Files (* map) v

4.2.3.3 Save Map

As mentioned previously, the settings of the map profile can be saved to be loaded in the
future. Details of the map, for instance, the coordinate and SNMP passwords of the Mesh AP

units on the map, background image and block list, will be saved as a setting file.

In order to save a profile, select the Save Map button or File > Save Map from the map
container toolbar of that particular map profile you wish to save. Note that if user is trying to
save a map profile that has a same name as one of the existing profile, a warning message
would appear to get confirmation from the user to overwrite the file. To proceed with the action,
click the OK button.
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(LA QY R U e | e I S | S R
L -
Map Profile Exist
"'_., The map of "test_site" is existing,
L] Are wou sure you wank ko overwrike it?
l (04 I [ Cancel ]

By default, the profile will be saved to the Map folder in the program’s directory, with the name

of the map profile and extension .map or .I2map.

4.2.3.4 Topology Map

The topology map is actually the graphical representation of the actual Mesh network
topology which is being scanned. When a new scan is initiated, the result of the scan will be

processed by the NMS, and output to the map.

The AP unit would appear in different colors:-

Ich Indication
‘ Inactive AP

) Accessible gateway AP

(a Inaccessible gateway AP

Accessible relay AP

Accessible client-relay AP

Inaccessible client-relay AP

g Inaccessible relay AP
7
?

lﬁ Layer-2 gateway AP, which notified the NMS

. Layer-2 gateway AP, which did not notify the NMS

(discovered as neighbour)
@ Layer-2 AP, which notified the NMS

a Layer-2 AP, which did not notify the NMS (discovered as

neighbour)

f AP Bridge

A AP Router
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] -

Pttt 1 0,25 233 1

(it
Bipping

MY &
J Ml Bardican [ o
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Ragouca Y
"Reoapk roafi Carfler

The blue line in between the APs designates the solid link; whereas the red, dashed line
shows the indirect link. On the other hand, user may hit the Help > Legend option from the

menu bar to view the legend regarding the topology.

Legend -\

Read Successf indccessibie

Gateway v s
Relay @ @
Client{Relay) v ?
Laver-2 Gateway :ﬁ @
Layer-2 @ a
AP Bridge A

AP Router

ah
Inactive .

4.2.3.5 Setup New Scan

In order to set up a new scan for a SNMP topology map, click on the Start Scan button, or
select Map > Start Scan from the menu bar. Conversely, hit the Stop Scan button or select
Map > Stop Scan to halt the scanning process. The status of the map will be updated
periodically, hence whenever there is a change in the network, user might be able to monitor
via the NMS. The status bar at the bottom of the map displays the status of the scan.

On the other hand, in order to set up a new scan for the Layer-2 topology map, click on the
Initiate Port button, or select Map > Initiate Port from the menu bar. The map will receive the
notification sent by the AP and plot the topology on the map. Conversely, hit the Close Port

button or select Map > Close Port from the menu bar to stop listen to the notification.
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Every new found Mesh AP unit will be place on the right top angle on the map, with zero
coordinate. Then user is free to move the AP unit around the map. Once user completes the
positioning, save the map, and the system will remember the new coordinates in the future

scan.

4.2.3.6 Map View

More than one topology map can be loaded to the NMS at the same time. By default, the
maps are viewed in cascade mode, where user needs to click on the tab at the bottom to

switch the map to view.

In order to change the view type, click the Tile button on the main toolbar, or select View >
Tile from the menu bar. The tile mode arranges the topology maps in a grid layout. To convert
the view mode to cascade, hit the Cascade button, or View > Cascade. The following figures
illustrate the difference between the two modes.

Filz Settngs Map =i

0 Be DIV@ =i VD
N

(Cascade mode)
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File Setkings  Map '-F-b Settngs  Map -
sn = = B == N W |Scar an 21 > B G oy W G
oty |
S E e |
|
|
H| %.33 11
1,
$ - & 104651
" 4] e |
aei | v v:
£ > B » |
Staus: | Done.. Sleaping... _'_'_.__.____ Steius: | Dora_ Skeeping.. ) |
(Tile Mode)

4.2.3.7 Status Pane

The status pane is located at the bottom of the map container. It displays the nodes’ status

with the time and date; enable users to keep track of the changes in the topology.

test_site [ Copyan || Clearai |

Mode
an-IF
n—IF Addres

ed with 10.18_ 1232

Log ta File

Event Log | test_site

The type of message can be varied by the color of the text. Green text indicating positive
message such as scan started or nodes found; red text shows the negative message such as
nodes down or timeout; whereas cyan text displaying system message, for instance, system

settings changed.
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The Copy All and Clear All buttons on the top of the pane performs the copy and delete text
action in the status pane. Tick the checkbox at the bottom to log the status message to the

alarm log file, which will be saved to the folder Alarm_Log at the install directory.

4.2.3.8 Scan IP Address

The Scan IP Address is the IP Address that the scanning process uses when initiate a scan
for a SNMP Map.

ScandP: 1821681102

1921681102
1921681193
(11921884 107 .
- i
J o227 o
1921881144

S =

LM

User might enter the IP Address at the drop down list, or choose from the list. In order to
apply the new Scan IP, user is required to restart the network scanning. (A running scan will

be stopped when a new IP Address is selected.)

On the other hand, the Scan IP can also be set by selecting Settings > Scan IP from the map
container’s toolbar. A window would appear to prompt user for the new IP Address. Hit the OK

button to apply the change.

Scan IP

Flease enter the Scan IP Address.

1921681169

[ O H Cancel ]

4.2.3.9 SNMP Community / Passwords (for Scan-IP)

The PLANET Mesh Network Management Tools use the SNMP method to read the topology
of the network. There are two types of SNMP key used for the topology scan, which are the

Scan-IP key and the AP Unit key. More details about the latter please click here.

Commonly, the use of SNMP varies by its version. If a user select version 2c, the SNMP key
to use is a community; on the other hand, if version 3 is used, the SNMP key will be a
SNMPv3 username, with its corresponding authentication password and privacy pass phrase.
As you can see throughout this document, every feature that implements SNMP will have

both options (use version 2c or 3).
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File = Settings Map

=+ Display Mode Route J
4
Scan-IP

Scan-IP v2c Community

Scan-IP w3 Passwards
Scan Interval ]
Block List W |

Background Transparency

Basically, the Scan-IP key is the SNMP key that used for the Scan-IP which initiates the scan.
In order to configure the community of the Scan-IP, select Settings > Scan-IP v2c
Community from the map container menu. On the other hand, select Settings > Scan-IP v3
Passwords to change the SNMP version 3 Passwords. A window would turn up to prompt

user for the new key(s).

¥ Scan-IP Community

Fleasze enter the Scan-1P's Community.

( Change and Lze SMNMP Yerzion 2c :.' { Cancel :.'

«¥ Scan-IP V3 Passwords @

Flease enter the W3 Passwards far the Scan-IP

Llsername |snmpv3ru:uuser
Auth Passward }‘***********

Priv Password f‘***********

(: Change and Lze SHMP Yerszion 3 ) ( Cancel )

Press Change and Use SNMP Version X button to proceed. If the change is successfully,
the following dialog box would appear, to remind user to reset the scan in order to let the new

community or passwords to take effect.

= =1

Done

i Community Set Successhully!
\‘) Moke that For the new community to take effect,
please restart the scan (Stop Scan = Start Scan)
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The default value for Scan-IP:
Community: public
Username: snmpv3rouser
Password: snmpv3password

Passphrase: snmpv3passphrase

4.2.3.10 Socket Port

The notification of an AP node is sent according to its NMS Address Table. The table defines

the IP Address and port number of the destination (NMS). For instance, if the admin has
added a table entry with port number 8000 at the AP, the NMS user can change the socket
port number to 8000 in order to receive the notification.

In order to update the socket port, select Settings > Socket Port from the menu bar. A dialog
box would appear on the screen to prompt for the port number, which range from 1 to 65535.
Hit OK to confirm the change.

- -

Port Mumber
Flease enter the Socket Port Mumber (1 - BS534).

B8z

[ Ok H Cancel ]

4.2.3.11 SNMP Community / Passwords (for AP Unit)

In case if a Mesh AP utilizes a different community or passwords from the others, the NMS
might fail to read the topology from it. Hence, user might need to edit the individual AP unit
SNMP keys, by right-click the desired active node. Select Change v2c Community from the
popup menu to change the community; or click Change v3 Passwords to change the v3

keys; enter the correct value in the dialog box and click Change and Use SNMP Version X.
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[ Q test

File Zettings Map

@ @@ Sean-p: 17224211

" @

10247 Show Properties

AP Configurator
Web-Based Config

Change vZc Community

Change v3 Passwords

Delete from Map

v
\ 10.24.219.1
v
1021 231 1
<€ )

Status: |Dl:une.. Sleeping...

. JI3|

«& AP Unit Community

Please enter the Community for the AP (10.21.231.1).

r*t*t*l

{_ Change and Use ShMP Yersion 2o } (_ Cancel }

«¥ AP Unit V3 Passwords @

Flease enter the Passwaords for the AP (10.21.231.1).

Llsername |snmpv3ru:uuser
Auth Password f‘***********

Priv Fassward f‘***********

( Change and Use SHMP Yerzion 3 ) ( Cancel j.'

Note that the AP Unit Keys is also used for read the Node Details and Client Properties. The

default SNMP version and keys of the Mesh AP is inherited from the Scan-IP that found them.

4.2.3.12 Scan Interval

The scan interval defines the time interval between every round of scanning. By default, the
NMS will sleep for 10 seconds once a network scan is completed. User may change the time

interval by select Settings > Scan Interval, and choose the desired time interval. The

available options:
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= 10 seconds
= 30 seconds
= 60 seconds
= 120 seconds

= 150 seconds

The changes will take effect immediately.

Q/ test

File BSEREEEN Map

(A [ Display Hode Rout R .
g Bl ok ey i it @&g Scandp: [172242191 |4 |
"2 ScanIP | = :

Scan-IP w2c Community

Scan-IF »3 Passwords

Scan Inkerval . i0:seconds

Elock Lisk O 30 seconds
Background Transpatency (0 60 zeconds
| O 120 seconds

O 150 seconds \
v
//’-’1;4 a1

v

10.21.2311

@ o

nd

IEX )

»
Status: |D0ne.. Sleeping... >>» )I

4.2.3.13 Import Background Image

User can change the background of the topology map by import any desired image file from
other resource. Click on the Import Background Image button, or select File > Import
Background from the map container’s menu bar. A file chooser window would appear, to

prompt user for the image file that wished to import.

PLANET Mesh Network Manager Guide Page 32 of 126



PLANET Mesh Network Manager Guide

Import Background Image
Lok i |Ia ifriEe [V] T || =
A ] imagea

l_\'e.ﬁ @] nevy _magp

My Recent
Documents

My Documerts

g}! File name;
My Carputer  Fies of type: |4l inages |w| |_Cancel

After select a image file (.jpg, .gif, .png ..etc), click the Open button. The new image will be

loaded into the topology map.

4.2.3.14 Map Print

| ‘/ test O

Settings  Map

e ) PP - W@
Save Map - - \ - ~
S L N

Save Map as ..

Performance Analysis

I Frint Map |

Close

s
4
/////'1;4_21 9.1

1021231 1
v
<€ ) »
Status: |Done.. Sleeping... P )]

The NMS also provide the printing feature, where user is able to print the whole map by just
select the File > Print Map option from the Map Container menu bar. Then it will redirect the

map to the printer connected to the terminal where you run the NMS.
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4.2.3.15 Map Zoom

As a graphical solution for a network system, the PLANET Mesh Network Management Tools
provides the zooming feature for the user to manage the topology map more efficiency. Three

options are available: Zoom In, Zoom out and Zoom Fit.

The Zoom In and Zoom Out feature enable user to enlarge and minimize, respectively, at the
scale of 25%. Whereas the Zoom Fit feature will resize the topology map to the most suitable

size to fit in the screen. The following figures illustrate the effect of the zoom features.
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(Zoom Fit)
4.2.3.16 Customize Map

This feature provides user the flexibility to change the look and feel of the topology map, by
replacing the existing AP unit image and the link between APs. User can import their custom-

made icon, or adjust the color to fit their visual requirement.

The method is straight forward. Select Settings > Customized Map from the NMS menu bar,

to invoke the Map Customization Tool window, as illustrated.

PLANET Mesh Network Manager Guide Page 35 of 126



PLANET Mesh Network Manager Guide

¥ Map Customization Tool @

[term to customize:

@hiode  OLink
[lcon i :
Gateway f 7|
Relay: 9 g
ClientRelay: o (20
Laver-2 Gateway /) @
Layer-2
%9
AP Bridge Y

AP Router :

A
or: @
O Corone)
Hode Indication

Show IPIMAC Address? E

Lahel Foreground KK L KKK KKK KKK |

( Save & Lpply Changes ) ( ze Default _} (_ Cloze )

®

¥ Map Customization Tool
[tern to customize:

(Mode
' Solid Link “Weak Link |
Calar X O Calar X O
Thickness 16 Thickness 18
Dashing Fattern Dashing Pattern
Line 1 200 Line 1 20.0
Space 1 o.a Space 1 5.0
Line 2 0.0 Line 2 10.0
Space 2 o.ao Space 2 S0

Preview: A Freview: - 3 I

(_ Save & Lpply Changes ) (_ Uze Default ) ( Close }
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As you can see from the figures, the customization can be divided to two parts, the Node and
the Link. At the Node part, user may select the icon that need to be updated, and then fill in
the path of the new image (or click the “...” button to choose from the file chooser window).
Hit the Update button to update the new image icon. Besides, user can also decide whether
to show the indication of the AP-unit, which is the IP Address, by using the available
checkbox; and alter the foreground color of the IP Address using the “...” button to select a
desired color from the popup window. Hit the Save & Apply Changes button to commit the
changes. The Use Default button enables the user to restore the default settings of the AP

unit look and feel.

Meanwhile, in order to change the style of the link, switch the Map Customization Tool to the
Link page. User can change the color by hitting the “...” button to select a desired color from
the popup window. Then key in the thickness of the link and its dashing pattern. The dashing
pattern defines the way the dashed link look like. The following table explains how to use the
dashing pattern. After fill in the data, user may click the Update button to update the image at
the preview. Once confirm the changes, select the Save & Apply Changes button to commit

the change.

Pattern Preview
(linel, spacel, line2,
space?)
20,0,0,0

20,10,20,10 | —— — — — — -
5,10,5,10 | D e D m e e m - - =
20, 3, 10, 3 —_———————ee— e —
20, 10, 30, 5 — — —

Here is an example to show the effect of the map customization.

a) The original map

P

1022897 1

/

10181231
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b) Select Map Customization Tool and change the gateway & relay icon

Icon
Gateway

Relay : / ?
Client Relay: & [ 2
Layer-2 Gateway : jﬁ ﬁ

Layer-2 . @ . @

AF Bridge :

AP Router A

off
src: derimgirelay_nok. gif E Update

¢) Switch to Link page and edit the attributes

Link
Solid Link Weak Link
Colar % (.. color X [.]
Thickness 3.0 Thickness 16
[rashing Pattern Diashing Pattern
Line 1 15 Lire 1 20.0
Space 1 5 Space 1 5.0
Line 2 13 Line 2 100
Space 2 5 Space 2 5.0

s | o 7
Previem: Previemw: -
- -~

d) The customized map will look like this now.

?

-+

o
A 1022971

'
-

v

101512354

Note that, the changes of the AP unit node and link applies to every map created or opened

on the NMS.
4.2.3.17 Background Image Transparency

This is a special tool used to adjust the opacity of the background image of the topology map.
Select Settings > Background Transparency from the map container menu bar to allow
users to alter the transparency of the background to a level that the APs and links are clear to

view.
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View the following flgures to see the effect of the transparency tool.
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The tool will be closed automatically when it loses focus (mouse click anywhere out from the
tool).

4.2.3.18 Block List

The Block List offers the NMS users a filtering tool in the topology map. User can define the
IP Address to block, once the AP is blocked, it will be removed from the topology map, and
will not be added to the map even if it is detected by the NMS.

To move an IP to the block list, click the Block List button on the toolbar, or select Settings >

Block List from the menu bar. A window will emerge, as shown by the figure above. Then
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user can choose the node to block from the Available Nodes column. Select the IP, and hit the
Add button. The IP will be move over to the Nodes to Block column. On the other hand, if

user wishes to undo the step, use the Remove button to move the IP back to the available list.

The Add All and Remove All button perform the same operation by moving every IPs in the
list. Finally, hit the OK button to commit the change. (Note: asterisk in the list shows the IP is

a gateway node).

The blocked IP Address will be saved into the map setting file when the user saves the
topology map. Hence the IP will still be blocked when the current map profile reload in the

future.

[ hy

Block List

Flease select nodes to block:

FAurgilable Nodes: Modes to Block:
10111 [ mdd=- | |104831
*
101654 [ il Al = ]
0211

192.165.1.169

[ =< Remave All ]

[ Ok, H Cancel ]

4.2.3.19 Lock/Unlock

This feature is intended to prevent the user from dragging the node away from its current
position accidentally. User can select Map > Lock AP from the menu bar or use the Lock

AP button on the toolbar to lock up the nodes on the map.
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Conversely, click the Map > Unlock AP or Unlock AP button on the toolbar to release the

lock. Hence, once user has complete positions the nodes, turn on the lock.

4.2.3.20 Node details

The table next to the map container is the node details table. The table displays the properties
of the selected Mesh AP unit. In order to load the data, user can double-click on an active unit
(gateway or relay or client-relay), or right click then choose the Show Properties item from

the popup menu.
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Hode Details |
4 s
Parameter “Falue
IP Acddress 10,1821 :a.|
Maode Gateway '
B g System Name PLANET
]1;'; Show Properties Ohject I 1368141 1046664
' AP Configurator Drescription PLAMNET Mesh Access Poind
Web-Based Config Location Taswan 1
- se ity Cortact Suppart
Tange Voo Lomimuan
RF Powver (Mesh) | 16dBm
Change v3 Passwords RF Powver (Client) | 20dBm
= Delete from Map Liptime: 19 hours, 30 minutes, 20 3 |"“"|

As mentioned previously, the NMS use the SNMP method to read the data. Hence if the data
is failed to load, you may check the SNMP Community or Passwords. The two small circles
on the top of the table indicate the status of the table. If the green circle is light up, it shows
the table is loaded completely; if the orange circle is light up, it means the table is loading the

data, else if the circle to turn to red color, it indicates that the data loading is failed.

Neighbour Signal Strength

RE55lvalue
0O &6 10 15 20 25 30 35 40 45

il
10.2.1.1

mit1d _’

IP Acldress

10.16.5.1 | ——
: a

On the other hand, the bar chart at the bottom of the table displaying the signal strength (in
RSSI) between the selected AP and all its neighbour nodes. The scale of the chart can be

enlarged by dragging the desired range of x-axis. Drag backward to reset the chart.
4.2.3.21 Client Properties

The client properties panel is located at the other side of the map container. In order to initiate
the NMS to download the client details, hit on the Start button at the bottom of the panel. In
case if there is more than one map is running, a menu would popup to prompt user to select

which map to be targeted. Once selected, the scanning will be started instantly.
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Target Map: | -

The automatic refresh feature of the client properties panel enable the admin uses the live
information regarding the clients associated to the Mesh AP unit discovered by the NMS. The
panel will be refreshed once per minute. On the other hand, if user wishes to refresh the
panel manually, simply click the Refresh button at the bottom of the panel. While the
downloading is in progress, the buttons will be replaced by a progress bar, showing the status
of the process. The NMS will download the information from every single node in the target
map discovered. To stop the scan, simply hit on the Stop button. The Target Map column

displays the name of the map where the client panel is scanning.

The panel is divided into two portions, the Client Properties and Client Signal Strength. The
Client Properties portion display the details regarding the client, for instance the MAC Address,
channel number, link speed and the idle time. In the case if there is no client associated to

the AP, a message “No Client Found” will be displayed instead.

Client Propertise ¥ Client Signal Strength ¥ |
104.44 844
= Mo Client Found - Mo Cieri faund -
192.168.1.163 192.168.1.460
1= hellaaF
= D30 kg a Bt Lkl ;
P Chanmel B 002041 ;b0 da:3f D 5 resi
B Specd  BAMKbpe Aeiioie sh
B 141z Time: 1202 00204+ :10:81: b0 I LA
002044 e ar 12 I T i
1% hellobiesh

On the other hand, the Client Signal Strength panel displays the signal strength of the clients
associated to the AP, in the unit of rssi. Similarly, if there is no client associated to the AP, a
message “No Client Found” will be shown.

4.2.3.22 Get/Set using MIB Reader

This section describes briefly about the usage of the MIB Reader of the PLANET Mesh
Network Management Tools.
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As illustrated, the center frame of the MIB Reader consists of three parts, SNMP keywords,
description area and output area. The SNMP keywords portion is the area where user fills in
the necessary parameter that need to perform any SNMP action. For instance, if the SNMP
version to use is version 1 or 2c¢, then the Community is the required field; else if version 3 is
selected, then user need to fill in the username, authentication password, and privacy

password fields. The Input Value field is used when user wish to execute the SNMP Set

command.

SHMP Varsian Wession 1 or 2c []

IP Address  192.166.1.169 Llzsinarme SrAPreLSEr
Community *rxTTTT Authentication Password  sxss77xs
Input Yalue  00:11:e4:3c:6%:11,besting, 1,1] Privacy Passward NANERRANAN
(93| E] 1.3.6.0.4.1.10456.6.4 Synkae

Description:

"Thi= table display cthe Hac Access Table. ™

The Description area displays the description of the selected MIB tree node; whereas the

Output area prints out the output of the SNMP action.

e Get Action
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Select any tree node (make sure it is either read-only or read-write type)
Fill in the required parameter according to the version of SNMP to use.
Click the ShnmpGet button on the toolbar.

e

The output should now display at the Output area.

e Set Action

1. Select any tree node (only read-write type)

2. Fill in the required parameter according to the version of SNMP to use.
Enter the value to be set at the Input Value column. You may refer the Syntax
column to ensure the type of the input (eg: Integer, DisplayString..).

4, Click the SnmpSet button on the toolbar.
The Output area will display the result of the action, either “(Set

Successfully...)” or “(Set Failed...)".

e Read Table Action

Select a table tree node

Fill in the required parameter according to the version of SNMP to use.
Click the Load Table button on the toolbar.

The Output field should display the whole table now.

o~ w0 bd e

Use the Refresh Table to reload the table.

e Add Table Row Action

1. Repeat the first three steps of Read Table Action

2. Then enter the table values in the Input Value field. Values are separated by
a comma (,). (see the following figure)
Click the Add Table Row button on the toolbar.

4, The new entry should be added to the table.

e Delete Table Row Action

Repeat the first three steps of Read Table Action
Select the entry that you wish to remove from the table.

Click the Delete Row button on the toolbar.

A w0 Dh P

A popup window would appear to ask for your confirmation to delete the
selected entry. Hit OK to proceed.

5. The selected entry should be removed from the table.

e Snmp Walk Action

Select any tree node. (It can be a table, scalar or even the main node)

2. Fill in the required parameter according to the version of SNMP to use.
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3. Click the SnmpWalk button on the toolbar.
4, The output should now display at the Output area. It could take some time to

fetch all the data if the selected data is large.

Note: Please try to avoid Add or Delete the SNMP Table entry of the customized-MIB, since
there are some tables which are internally correlated, such as VLAN table and Wireless table.

Setting the table incorrectly would cause severe corruption in the system.

4.2.3.23 Load/Unload MIB

The MIB Reader of the NMS includes the feature to load and unload the MIB file from other
resource. Therefore, instead of the customized MIB, user can load other standard MIB into

the MIB Reader as well to read the parameter of the managed device.

2 Haad || st vormionvermon 1 or 2
= T4 rodeCompwstonpse: | S ;
I @ ipsecacti Load MIE File 5% |
B ip e Ty [ _
@ ipaeclozatn Losiks e L3 il i =
B ipsecRemoiald .
B ipsecRempielp .
@ ipsecRemoesubne ----.-:J
B ipsecRemoataimgs| M fecant
& ipseclotalCaitpass G s
@ ipspcLotafRsa P
@ ipsecRemoeRsa
B peecPak Diesiion
= o rdaCon gurRt ol ne
B 1 Mpctrive i
B Pipclns L
B 12U ssrame Wy Dooumenis
@ i Bacrst . |
el , i il e
o et O hgg I [_oeen | |
= A rdecommaniFabon Wy Computer  FRSOIDDS.  an phss — [ - ,
@ recaalmime —
= radeCamm edFEg el
@ reseModstaut w

|

18] FamshET - WESH- M
T BRI

ok Ve |
Map | MIE | Merm

In order to load a MIB, click on the Load button on the top of the MIB tree. A file chooser

window would popup, to prompt user to enter the desired MIB file. Click Open to load the file.

On the other hand, the Unload button next to the Load button would unload the existing MIB
in the tree. Select the unwanted MIB, click on the Unload button. A confirmation dialog box
would turn up, to get confirmation from the user to remove the selected MIB. Click the Yes

button to proceed.
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Are wou sure wou want ko unload
RFC1213-MIE?

4.2.3.24 Alarm Table

The Alarm Table of the PLANET Mesh Network Management Tools enable user to check on
the traps and notifications caught by the trap receiver. The entries are read-only, and shall be

deleted once they were resolved or reviewed.

In order to start listen to the traps, hit the Start button at the toolbar or select Settings > Start
Trap from the menu bar. Select the Stop button, or Settings > Stop Trap to stop the trap
listener. User can change the SNMP Trap community or passwords at the available columns
and hit the Set button. The checkboxes at the bottom of the settings section are the table
filtering options. Clear the selection of the checkbox to hide the relative entry in the trap table.

Each level of severity is represented by a different color.

Select any entry from the alarm table, its description will be displayed at the Trap Description
area at the bottom of the table. If you wish to remove the selected entry, click on the Delete
button.
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The Alarm Level area is to enable the user to determine the level of the warning message
popup and the alarm beep sound. User may drag the slider to alter the level. For instance,
drag the slider of the warning message to Minor, the warning message would not popup if the
level of the alarm received is Warning or Informational. The following figures illustrate the
example of Warning Message, which will be displayed at the left bottom corner of the screen

when the trap is received.

New Trap Caught!

WARNING

Description: sysfemTrapsSystemfReboot
Time Stamp:Sun Feh 77 154845 SGT

4.2.3.25 Add Trap Agent

This feature is a wizard window, intended to assist the user to set one, or more than one node

to be the trap agent of the host system at the NMS, simultaneously.

Hit the Add Now button at the trap viewer mode, to invoke the wizard. At the first page of the
wizard, user will be prompt to enter the IP Address of the desired nodes, to be set as alarm
agent. User can enter the IP Address manually, or select from the drop down list provided.

Click Next to proceed.

< Set Trap Agents

Please select the available nodes to configure:

fyvailable Maps |test |-=-1'

ﬁwailableNndes|1l:l.21.231.1 P#-{*"Addtnust -

MNodes to be Cohil
0212314

Mext==
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Then, enter the required SNMP keywords, such as version and community. Click Set to

proceed or Back to back to the first step.

¥ Set Trap Agents

Please enter the SHMP Password of the agent

SNMP Version |3 4
Carmrnunity |
Llzer Mame Isnmvarwuser

Auth Password k********n*
Priv Passwaord fm**********

({dBack )(Set }'

Once the configuration is done, click Proceed button to proceed to reboot page, or Back to

the previous page.

¥ Set Trap Agents @

Status

£ 100%
K 10242181

{?"QQEEEE """ 3 ( Proceesd }

If Proceed is pressed, the following page will be displayed. User may select the IP Address of
the node configured just now to be rebooted. In case if user is wished to reboot the device
manually afterwards, click Reboot Later. On the other hand, hit the Reboot now & Close

button to start reboot the devices.
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< set Trap Agents

Reboot

Reminder; User Is reqiiived to reboot the AR In order to activate the new
settings

Fleasze zelect nodes to be rebooted.

ozt 231 4

ho24 2191

{: Feboot nowe & Cloze } {: Reboot Later }

Once the AP unit is rebooted completely, it will contain the information of the Alarm Host
System in the NMS. Hence, it will redirect the alarm message and notification to the NMS

when there is any.

4.2.3.26 View Log Files

There is a feature in the NMS allow the user to back-track the log files of the system. Select
View > View Log Files from the NMS menu bar to invoke a new dialog box, as shown at the

following figures.

View Log Files
View Type |Status Log [v]
File Mame |ro_,l'echot.;'IMes.PJ NMSL.STs'tus_I_ogiZGG?Juft?2_test_s.l’te_:’og.bdE

Log

10:42:34 Jul 02 '07 - 10181231 is dovwn! [A]

10:42:34 Jul 02 '07 -10.22.97 1 is dowenl

104250 Jul 02 '07 - Scan Stopped

10:45:48 Jul 02 '07 - Scan Started with 10181231

10:43:56 Jul 02 '07 - Scan-IP Address changes.

1004356 Jul 02 '07 - Zcan Stopped

10:43:59 Jul 02 '07 - Scan Started with 1921681 156

A0:44:00 Jul 02 '07 - Mewwy Mode Found: 10181231

10:44:00 Jul 02 '07 - Mewr Mode Found: 10.22.97 1

10:44:10 Jul 02 '07 - Scan-IP Address changes.

104410 Jul 02 '07 - Scan Stopped x

10:44:23 Jul 02 '07 - Scan Started with 1015123 .2 3

10:44:53 Jul 02 07 - Scan IP timeout!

10:44:53 Jul 02 07 - 100181230 is dovwn!

10:44:53 Jul 02 '07 - 1022971 is downl

10:45:04 Jul 02 '07 - Scan Stopped!

10:45:15 Jul 02 '07 - Scan Started with 19216581 156

10:45016 Jul 02 '07 - Mevwr Mode Found: 10151231

10:45016 Jul 02 '07 - ey Mode Found: 102297 1

10:45 26 Jul 02 '07 - Sean-P Community (v2c) changed. [v]

Then user can select the type of log to view, including Status Log and Alarm Log. Key in the
desired file name, or hit the button next to the column to select the file, and select the Reload

button to load the content of the file.
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M

Wiew Type IAIarm Log

File Mame lalnewpro_.l’ecﬂ Total Mesh MUSA faem_Logh2007 Junis a'Ia'rm.bﬁ‘l I

rLog
VRN AU RSP 1 WIS |r.|~.
1892.168.1.161 adminTraps AdminCont Infarmative  Fridun 15 17:20
1921681 161 adminTrapsAdminCont Informative  Fridun 151724
192.165.1.161 adminTraps&dminCont Informative  Fridun 13 17.21
192.165.1.161 systemTrapsSystemStatus Minar Fridun 15 17:21
Local Host adminfMSModelown Iajor Fridun 151722
192.168.1.161 systemTrapsSystemStatus hinar Fridun 151722
192.168.1.161 adrinTraps AdminCont Informative  FriJdun 151722
192.168.1.161 adrinTraps AdminCont Informative  FriJdun 151722
1921681 161 systemTrapsSystemttatus Mlinar Fridun 15 17:22
Local Host admintMEScanTimeout fitat Fridun 151722
Local Host admintMEModelawn Pajor Fridun 151722
Local Host admintMEModelawn Pajor Fridun 151722
192.168.1.161 systemTrapsSystemstatus Minar FriJun 151722
Local Host adminthSScanTimeout Minar Fridun 15 17:24
192.165.1.161 adminTraps&dminCont Informative  Fridun 135 17.2¢
192.165.1.161 adminTraps&dminCont Informative  Fridun 135 17.2¢
192.168.1.161 adrinTraps AdminCont Informative  FriJun 15 17:24
192.168.1.161 adrinTraps AdminCont Informative  FriJdun 15 17:24
192.168.1.161 adrminTraps AdminCont Informative  Fridun 15 1?:2E
I |

4.2.3.27 Show Route

When user moves the mouse over the plotted AP unit on the topology map, a small blue
dialog would appear on the screen, displaying the routes of the selected unit. The route
describes how the AP link to the other nodes in the same mesh network, as illustrated by the

figure below.

ﬁ@ m@ ‘@!ﬁ?ﬂﬂmp [192.153._1.193.

The figure above shows the node 10.28.43.1 is currently connected directly to 10.30.45.1,
10.22.157.1, and 10.19.49.1.
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Whereas the figure above illustrates how the routes are displayed when nodes are not directly
connected. From the example, node 10.29.194.1 and 10.22.202.1 are not directly connected.

Instead, the connection between them is established via node 10.27.192.1, according to the
route box.

If user would like to disable this feature, please select Settings > Display Node Route from
the map container menu bar.

" o fro

Sran-TR
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4.2.3.28 Create VPN Connection

If user would like to scan a network through the backbone line (WAN), a VPN Connection is
required in order to create the communication link between the NMS and the Mesh APs
discovered through a VPN Server.

To create a new VPN Connection, use the New Connection wizard of Windows. In order to
start-up the wizard, open the Network Connections Page (Start Menu > Control Panel >
Network Connections), then select New Connection Wizard. When the wizard turn up,

follow the following steps to do the set up: (*refer to the following screen shots)

» Introduction — Welcome page of the wizard

Hew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps you:
* Connect to the Internet,

* Connect to a private netwark, such as your workplace
network,

* Set up a home or zmall office network.

Ta continue, click Mest.

[ Mext > ][ Cancel
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= Network Connection Type — Select Connect to the network at my workplace and

click Next button

Mew Connection Wizard
Metwork Connection Type
What do you want to da?

(") Connect to the Internet
Connect to the Intermet =0 you can browse the Web and read email.

(+) Connect to the network at my workplace

Connect to a businezs network, [uzing dialup or WPM] 20 you can work from home,
a field office, or another lazation.

() 5et up a home or small office network
Connect to an exizting home or small office network or g2t up a new one.

() Set up an advanced connection

Connect directly to another computer uzing wour serial, parallel, or infrared port, or
zet up thiz computer o that other computers can conhect ta it

< Back “ test = l[ Cancel

= Network Connection — Select Virtual Private Network and click the Next button

Mew Connection Wizard

Metwork Connection
How da pau want to connect to the network, at your workplace?

Create the following connection:

(") Dial-up connection

Connect uzing a modem and a regular phone line or an Integrated Services Digital
Hetwork [IS0M) phone line.

() ¥irtual Private Metwork connection

Connect to the network, uzing a virtual private network, (WPM] connection over the
Interret.

< Back “ test = l[ Cancel
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=  Connection Name — Enter a desired Connection Name and hit the Next button

Hew Connection Wizard
Connection Hame
Specify & name for this connection to your warkplace.

Type a name for thiz connection in the following bos,

Compaty Mame

anonymons]

For example, you could type the name of your waorkplace or the name of a server pou
will connect b,

< Back ” Mesxt > l[ Cancel

= Public Network — Select Do not dial initial connection and press Next button

r

Mew Connection Wizard

Public Network
Windows can make sure the public netwark i connected first.

Wiindows can automatically dial the initial connection to the Intermet or other public
netwark,, before establizhing the wirtual connection.

(%) Do nat dial the initial cannection.

() Autamatically dial this initial connection:

< Back “ test = l[ Cancel
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= VPN Server Selection — Enter the host name or the IP Address of the VPN Server

that you wish to connect, and click the Next button

Hew Connection Wizard

Y¥PN Server Selection
Wwhat iz the name or address of the VPN server?

Type the host name or [nternet Protocal [IP] address of the computer ta which you are
connecting,

Host name or [P address (for example, microsoft.com or 157.54.0.1 )

| 202.155.61.3

< Back l[ Mext > ]l Cancel

= Complete — Click Finish to complete the set up
After the shortcut is created, user is required to go to the Properties page, by right-click on
the shortcut icon, and then choose from the popup menu. Alternatively, it can be opened from

the Connect page, as shown:

Connect anonymous \m

User name; | lagin |

PESSWDrd: ll.III.I...Il |

[ ] Sawe this uzer name and pagzzword far the following uzers:

bl anly

Arwone who uzes thiz computer

i e
[ LConnect ][ Eancel(][ Froperties ]l gelp
i
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At the Connection Properties window, perform the following steps:

Select the Networking Tab at the top of the page
Select PPTP VPN in the Type of VPN field.
Select the Internet Protocol (TCP/IP) from the available list

Hit the Properties button to configure the item’s properties

At the TCP/IP Properties window, select the Advanced.. button, another window

(Advanced TCP/IP Settings) would appeatr.

At this window, make sure the Use default gateway on remote network option is

checked and click the OK button.

anonymous Properties
Gereral | Optionz | Seculty | Metworking | Advhnced

Type of WPHN:

PPTP VPN v

Settings

Thiz connection uses the following items:

"
il
'E oS Packe Al={RIFl =
.@ File and Frinter Sharing for Microzoft Metworks i |
fj!_l Client for Microsaft Metworks ]
[ Ingtall... [ Froperties ]
Dezcription

Tranzmizzion Control Protocal/internet Protocal. The default
wide area nebwork, protocal that provides communication
acrogs diverse interconnected networks.

k. ] [ Cancel
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r’ o
Advanced TCP/IP Settings B
General General | DNS || wiNS
ou can get P settings assigned automatically if pour network This checkbax o_nly applies when you are connected to a local
supports this capability. Othensise, you need to ask pour network netwark and a dial-up network simultaneously. When checked, data
administratar far the apprapriate |P* settings. that cannot be sent on the local netwark is forwarded to the dial-up
netwark.
(%) Obtain an IP address automatically [] Use default gatewway on remote network,
() Use the following IP address:
(%) Obtain DS server address automatically Enable the o p'[| on

() Use the fallowing DMS server addresses:

[ Ok ] [ Cancel

ak. ] [ Cancel

The configuration of the VPN is done.

4.2.3.29 Configure Mesh APs

Two methods are available to configure the Mesh AP unit remotely via the NMS,: thru Web-
based Configuration Page or launch the AP Configurator. In order to invoke any of these two
methods, right click on any of the active Mesh AP unit on the topology map (gateway or relay).

A popup menu would appear, as shown:

%}@ i L
Show Properties

1016
AP Configurator

I
Web-Bazed Config .
Change Community

Delete from Map

Select the AP Configurator or Web-Based Config option. The following figure shows the

screenshot of the Web-based Configuration page.
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2} PLANET MAP-3000 - Microsoft Internet Explorer EEX
File Edit View Favorites Tools  Help '3"

eﬁack - L/I \ﬂ @ 7;} /':.) Search ‘*‘;:‘\'(Favurites @ i‘:-':- :’l'-r .'3

ficddress [&] https:f10.21.231.1f

v B ks

Welcome to PLANET

Mesh Access Point
MAP-3000

PLANET Technology Corporation
11F, Mo, 96,Min-Chuan Road, Hsin-Tien, Taipei, Taiwan, R.Q.C.
Tel: 886-2-2219-9518

Fax:B86-2-2219-9528
Email: Sales@planet.com. tw

Copyright (<) 2007 PLANET Technology Corporation. Al rights ressreed,

If the AP Configurator is selected instead, a window would appear to prompt user for the
SNMP password and community, as shown:

[ T

SHMP Community/Passwords

rlease provide the fallovwing SMMP keys before you proceed.

P Address 1921681 169
SNMP Version 1, 2c vl

Commupity |1rw1rwwwﬂrmr|

[ Proceed H Cancel

(Version 1 and 2C)

— -

[~ |

SHMP Community/Passwords
rlease provide the fallowing SMMP keys before you proceed.
IP Address 1921681 169
SNMP Version |13 >
Lzer Matne Isnmvarwuser
Auth Pazsword |1HHHHHHHr
Priv Pazsward |************|

[ Proceed ] [ Cancel ]
(Version 3)
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After enter the required passwords, click the Proceed button to initiate the AP Configurator. If
the password is incorrect, an error message will show on the screen and urge user to reenter
the password accurately. For more details regarding the AP Configurator, please refer to

the next section.

4.2.3.30 Discovery Tool

< Discove ry Tool

(1P Address DIMAC Address I Mode ;.
1722231 1 |EIEI:3EI:4F:4E::1 4:08 Cateneay [
Selected AP
| Zystem Mame - IP &ddress -
|MAC Address - Subriet -
ES':.fstem hode - Configure AP - Pleaze Select - }#'
4 : W " W W
| Settings | Dizcover! |
Status: Scan Finished! (1 AP found.)

The discovery tool is an advance feature added to the NMS. Its main function is used to
discover the recognized AP unit locating in the same subnet. Hit the Discover button at the
bottom to initiate the scan. The APs found throughout the process will be displayed on the
table.

User may click on the entry on the table to view the information regarding the AP, such as
system name, MAC address and so forth. Further more, the selected unit can be configured
by using the drop-down list at the top of the Discover button, to open the AP-Configurator or

Web-based configuration page.

4.2.3.31 View Interface and Client Live Statistic

The new feature added in the latest version of NMS, provides user a graphical and readable
statistic table regarding the target Mesh AP unit. The information that monitored by the live
stat portion includes the interfaces throughput, clients’ throughput, as well as the memory

status.
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In order to invoke the live stat window, switch the NMS to the Map Container view, and then
look for the Live Stat Settings portion at the left bottom corner. User may enter the IP Address
of the target node (or just click on the node on the map to load the IP) to be monitored, and its

corresponding SNMP Key. Hit the Start Live Stat button to initiate the window.

tesl

Live Stat Settings
MHode IP 10151231

SMMP v 2c £
Oy [Feeses
Foll Interal (10 seconds

| stert Live Stat

Map | MIB | Alarm Eve

At the popup live stat window, click the Start Polling button at the top to start the live stat.
The window consists of two parts: the System Stat and the Client Stat. The System Stat page
displays the memory status of the system and the statistic of the interfaces throughput. The
table will be updated at a certain interval, which is set by the Poll Interval field at the Live Stat
Settings corner.

2 Live Traffic Statistic [Node: 10.21.231.1]

| emre——
Syskem Stat ' Clignt Stat ‘

Host Details

System Uptime ;_O_h_oy_r_s, {1 minutes, 48 seconds.
Syster Date  |2007-5-16,8:11:450480
Memory Size ;—4_K_E_ly_?es__

{ Descrigtion 2 Allocation Urit 3 CFree Storage b
Memory Buffers 1024 57740

Real Memory 1024 532124

Swwap Space 1024 (u]

! 655936 (]

! 655936 (]

fram 4096 (]

Slash 4096 203

flash_backup 4096 203

Interfaces Statistic i
Cinterface ) Cin (bps) 3 Coutibp.. D Caveln .. D Cave 0., DCAveErr. D CAveEr.
0

ixp0 o o 25 o o
athd o o 113 107 ] o
| wlan0 o o 193 246 o o

Status |
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The second page shows the throughput statistic of every client that associated to target node.
The results of the transmission and reception data packet rate are displayed in the form of
graph. The table at the bottom of the graphs tabulates the client list with their respective MAC

Address and online time. To stop the polling process, click the End Polling button at the top.

L il i Mod ? E a
End Palling
—_— 10,294
Syskem Skat Client Stat b
Tram i boay Chato — ;
aa = 044
=20
£ .. - u
Ll e it St e S St 0,254
o 2,500 £, 0040 7500
[— - I

TR T TFZ o0, aa. A ‘

AF @D, A, 2 TFE 20,1 A, R0

FEa e ption et

§ m 10.29.1
': i i i Dorad

i o e = T

ooz
TR TR 00:18-
1TSS R 1FZ 201 DA 250 ey
Tramrmre i s by Eate
10,174
= 20
2 =0
= |
14
[T — L N 10,254
2,800 A, a0 ¥ o0
P Doradk
R TR T U E L RET T -4z
e TR VRS S EE0 00:12-
Voo ption Des P
. 00:122
=
S =0
= 4a
a
o 2,500 5,000 7. B
[S—— ™
1FDLT0, 1A, 240 O EECRE T L
NFESE T TRA L S TF2 20,7 RAa . 250

Clent: P Addr...  Clent Mac Ad...  Onifine Time:

172,29.134.249 |00 16ce 51765+ (1:3%:08 |
172.20134.248 |00 197d 70 o6 47 |2:03:35 =
| [172,29.134,250 |00 13 02 €0 45 55 |3:35:45 iod

Status | -

4.2.3.32 Logout Client

With the NMS, the administrator is able to log out and block the user from accessing the
network, by using the Logout and Block user button at the Live Stat Window

In order to remove the client, user must run the Live Stat Window. In the Client Stat portion,

the table at the bottom lists the client that has log on to the network. Select the client (Mac
Address) that to be removed, and hit the Logout and Block user button.
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=\
=/
C@i

A window would appear on the screen to prompt user for the SNMP version to use and its

)

corresponding community or passwords. Click the Block User button once completed the
step, the selected client will be removed from the active client table, and added into the MAC

Access Table.

]

Logout Client

Click “Block User wiii Jog user 00 22 3300 22 33 aut
frown the netwark, In order to restore the Bser, please go
to the configuration page of the Mac Access to remove

Logout Client the user from st
U=sernatme username! 23

Paz=word EEREEEEE T

Please seigct the SMWP lYersion vou want to use

“ersion | 2o |¢-! Passphrasze ux**u*u*u*gl

PN
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5 Configure the Mesh AP using AP

Configurator

5.1 Overview of AP Configurator

One of the main features of the PLANET Mesh Network Management Tools is its ability to
configure the Mesh AP remotely. In stead of the Web-Based Configuration page, user can use
the application software that designed specifically for the configuration of the Mesh AP,

namely the AP Configurator.

The AP Configurator utilizes the SNMP protocol to connect the user’s terminal with the AP
over the network. The AP Configurator supports all SNMP version 1, 2C and 3 over UDP.
User may read and write the settings of the hardware through the SNMP agent running on the

device.

The figure below illustrates the screenshot of the AP Configurator:

..?.- ApConfignrator (1031 232 1)

File Configuration Command  Help

Structure |

kit AP Configurator , >3-

b:' ~Zommand

Systern Mame: PLAMET MAP-3000
Systermn Location

System Mode Fafeway

System Temperature 57 5000° C

Systen Status

Systemn Uptime 2000 days, 00 howurs, 27 minutes, 29 seconi

4 LY 4 A
o Expand Al pLe Collapsze... 9
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5.2 How to use AP Configurator

This section briefly explains how to configure the AP with the AP Configurator commonly.
Before we proceed, let us have a quick view over the layout of the user interface. Thru the
image at above, there is a tree at the left of the software. The tree lists all the configuration
items in the AP. Click on the item that you wish to view or alter; the relative page will be
loaded in the center frame. On the other hand, the menu bar on the top of the software can be

used to open the configuration page as well.

There is a status bar at the bottom of the page, where it displays the status of the data loading
and setting. In order to set the scalar values, perform the change, and click on the Save

Changes button. The Cancel button is to close the configuration page.

FTURY FUrL pauul

Handle Static [P Client

Save Changes ][ Cancel

In case to configure any table data, notice that there is a Status drop-down list at the bottom

of every table, as shown:

Action | Please select an action, .
Please seleck an action, .
L
Status: Dac.ﬂ.dd
Edit
Delete

Select the type of action you would like to perform: add, edit or delete a table row. Then, click
the “>>" button next to the drop-down list. For add and edit operation, an extra area will
appear at the bottom of the drop down list, where it enable user to enter the table data. Hit the
Add or Edit button to complete the operation. The area can be closed by selecting the “X”

button at the top right corner.

Action | Add

Add Table Entry (%]
MAC Address |
Cormrmeet |
Status | Enable v
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For delete action instead, select the table entry that wanted to be removed, click the “>>"
button next to the drop-down list. A warning message would appear to prompt user for their

confirmation to proceed with the operation. Hit Yes to proceed.

MALC Access | able

o T Iﬂ
Marc Address

Delete?
001l 223344 €

00 1552 25 fé ,‘:{) Delete the selected row?

001l e4 30631
Action | Delste vl

The Refresh button at the top of every table is used to reload the table.

PLANET Mesh Network Manager Guide Page 66 of 126



PLANET Mesh Network Manager Guide

5.3 Configure the Mesh AP

At this section, we will look into every configuration pages of the Mesh AP one by one, and

briefly describe the parameters in the pages.

5.3.1 System > system

System

Systern Name Meshap
Syetem Location  Lngnown

Systern Mode Gateway bt
Contact Mame :suppl:lrt '
Contact Email SUPPOREENOMYMOUS. COMm
Contact Phone 4886112233445
Description b=sh Network Access Poirt
Object 1D 136141 28000.1

| savechanges | | cancel

The System page is the general settings page of the AP.

Parameters:
1) System Name
e The generic name of the Mesh AP unit.

e Data type: Display String

2) System Location
e The generic physical location name of the Mesh AP Unit

e Data type: Display String

3) System Mode
e The operation mode of the Mesh AP unit
e Options: Gateway, Relay, Client-relay, Layer 2 Gateway, Layer 2 Relay

Gateway Layer 3 Gateway Mode. In a Mesh network Gateway mode is the
path to the Internet for the whole Mesh network behind.

WAN port is active and will be used for Internet Connection.

Three types of Internet connection will be available, please refer
to section 3.3.2 for more.
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4)

5)

6)

7

8)

Relay Layer 3 Relay Mode. Relay mode can help to route between
mesh backhaul and local WiFi/LAN network. Also, a Relay mode
Mesh AP can help to route the packets from other Relay node to
the destination IP subnet or Gateway.
WAN port is disabled at this mode. At the same time no WAN
setting is required.

Client-Relay Layer 3 Client-Relay Mode.
At this mode, the Mesh node can only route between local
WIFi/LAN network to mesh backhaul. It will not help to route
packets from other Relay node. This mode can be used to reduce
the unnecessary routing especially if this Mesh node is in the
edge of the whole mesh topology.

Layer 2 Gateway |Layer 2 Gateway Mode.
At this mode, the Mesh AP can be viewed as a bridge. This
bridge can bridge between WAN, LAN, Mesh backhaul, and WiFi.
As a Gateway, the WAN interface will turns into the public bridge
port that connects to the existing Ethernet network.
Be noted, only ONE Gateway is allowed in the same Mesh
network.

Layer 2 Relay Layer 2 Relay Mode.
At this mode, the Mesh node act as a mesh relay that can bridge
between WAN, LAN, Mesh backhaul and WiFi.

Contact Name
e The name of the contact person / network administrator

e Data type: Display String

Contact Email
e The E-mail address of the contact person / network administrator

e Data type: Display String

Contact Phone
e The phone number of the contact person / network administrator

e Data type: Display String

Description
e A short description regarding the managed device (Mesh AP)

e Data type: Display String

Object ID
e The Object ID (OID) of the Mesh AP specified to support the SNMP service

e Read-only data
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5.3.1.1 System > Syslog

Syslog

Enahle Syslog
kLOG

Enahle Remote Syslog

Remote Syslog Address |192.1 63.1.133

[ Save Changes ][ Cancel

The Syslog is a system feature to send the system log messages to a remote server.

Parameter
1) Enable Syslog

e A checkbox to enable or disable the syslog feature.

2) KLOG

e A checkbox to enable or disable the Kernel Log service

3) Enable Remote Syslog

a. A checkbox to enable or disable the remote syslog server service

4) Remote Syslog Address
e The address of the remote syslog server, who will receive all the syslog message

e Data type: DNS String

5.3.1.2 System > Advanced Tuning

The Advance Tuning panel is divided to two parts, the connection tracking parameters and
the wireless distance. The Connection tracking portion determines the seconds of various
timeout parameters, where as the latter define the estimate operating distance in meters, for
the radio available in the device. Use the reset button to refill the value fields with the default

values.
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]

Advance Tuning

Connection Tracking

M airmum
Generic Tirmeout
ICMWP Timeout
TCP Timeout
Cloge
Close Wal
Establlsh
Finizh Wai
LastAck

Syn Recalvie
Sin Sent
Time [ai

LIDF Timeout

212368

(4096 ~ 242368

fi00 (50 ~ {20
50 ({0~ B0
1o {5 ~ 3
i (10~ 120)
3600 (G010 ~ 864000)
120 {10 ~ 3600)
a0 (10~ 6
f0 (0~ 120
120 (100 200)
120 {10 ~ 240
a0 (10 ~ B
(10 ~ 360)

LIDP Stream Timeout |1=3|:|
Wireless Distance

Radio 0 {01 (100 ~ 10000
Radio1 905 (400~ 10000)
Radioz @00 (400 ~10000)
Radio3 @00 (400 ~10000)

Cauntry |ME}(ICO

[ operating in Outdoor?

[¥] Enable Extended Channel Maode

i’ L W
L Save Changes b Feset

Parameters:

1) Maximum session

e Maximum allowable IP connection tracking session.
e Range: 4096 ~ 212368; Default: 10000 sessions

2) Generic Timeout

e Timeout value in seconds (s) for generic connection track entry.

e Range: 50 ~ 1200; Default: 600 seconds.

3) ICMP Timeout

e Timeout value in seconds (s) for ICMP entry.

e Range: 10 ~ 60; Default: 30 seconds.

4) TCP Close Timeout

e Timeout value in seconds (s) for TCP close.

e Range: 5~ 30; Default: 10 seconds.
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5) TCP Close Wait Timeout
e Timeout value in seconds (s) for TCP close wait.
e Range: 10 ~ 120; Default: 60 seconds.
6) TCP Established Timeout
e Timeout value in seconds (s) for established TCP.
e Range: 600 ~ 864000; Default: 3600 seconds.
7) TCP Finished Wait Timeout
e Timeout value in seconds (s) for TCP finished wait.
e Range: 10 ~ 3600; Default: 120 seconds.
8) TCP Last ACK Timeout
e Timeout value in seconds (s) for TCP last acknowledgement.
e Range: 10 ~ 60; Default: 30 seconds.
9) TCP SYN Receive Timeout
e Timeout value in seconds (s) for TCP SYN receive.
e Range: 10 ~ 120; Default: 60 seconds.
10) TCP SYN Sent Timeout
e Timeout value in seconds (s) for TCP SYN sent.
e Range: 10 ~ 240; Default: 120 seconds.
11) TCP Time Wait Timeout
e Timeout value in seconds (s) for TCP time wait.
¢ Range: 10 ~ 240; Default: 120 seconds.
12) UDP Timeout
e Timeout value in seconds (s) for UDP.
e Range: 10 ~ 60; Default: 30 seconds.
13) UDP Stream Timeout
e Timeout value in seconds (s) for UDP stream.
e Range: 10 ~ 360; Default: 180 seconds.
14) Radio 1 distance
e Specify the operating radius in meter (m) of radio 1.
e Range: 100 ~ 10000; Default: 400 meters.
15) Radio 2 distance
e Specify the operating radius in meter (m) of radio 2.
e Range: 100 ~ 10000; Default: 400 meters.
16) Country
e Select the operating country of the wireless interface.
17) Outdoor Mode
e Enable or Disable the outdoor mode for the wireless interface.

e Default: Enable.
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18) External Channel Mode
e Enable or Disable the external channel mode for the wireless interface.

e Default; Disable.
5.3.1.3 Network > Network

The network panel defines the DNS settings. This DNS service translates the domain name
into IP Address form, which recognized by the Internet. If the primary server failed to perform

the translation, the secondary server will take over the process.

Network

Primaty DNS H92.168.1.139
Secondary DNS :192 168.1.150
Domain IPLANET

Default Gateway 1192 168.1.1

| Save Changes ” Btk |

Parameters:
1) Primary DNS
e Define the Primary DNS Server IP Address.
e Data Type: IP Address

2) Secondary DNS
o Define the secondary DNS Server IP Address
e Data type: IP Address

3) Domain
e An optional domain name for the DNS client

e Data type: DNS String

4) Default Gateway
e The default gateway IP Address for the static IP Address
e Data type: IP Address
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5.3.1.4 Network > WAN (MAP-3100 only)

WAN
Type
(_) Static
) DHCP

() PPPoE

:f Save Changes \' 'f Close 3
. - e -

| Add YLAN Tag )

Define the type of WAN interface to use. Three options are available: Static, DHCP, and
PPPoE. If user wishes to change the type to dynamic, select the DHCP, then click the Save
Changes button. If Static or PPPOE is selected instead, the Configure button will lead the

user to the configuration page of the type.

e Network > WAN > Static

WAN
Static IP Address

IP Address [192.168.1.169
Metmask  [£55.255.255.0

[ Save Changes ][ Back. ]

Status: [Load., OK!

Enter the Static IP Address and its netmask, click the Save Changes button to activate the

Static WAN interface type. Hit the Back to go back to the WAN Type configuration page.

Parameters:
1) IP Address
e The static IP Address for the WAN interface
e Data type: IP Address
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2) Netmask
e The netmask for the Static IP Address.
e Data type: IP Address

e Network > WAN > PPPoE

WAN
PPPoE

[ ] Enable PRFOE

Username ppposllser

FPasswiord |www-.-rw1rwwww Confirm |www-.rw1r1rw1rw

[ Save Changes ][ Back. ]

Status: [Load.. CK!

Fill in the PPPoOE’s username and password, then click the Save Changes button to activate
the PPPOE WAN interface type. Hit the Back button to back to the WAN Type configuration

page.

Parameters:
1) Enable PPPoE

e A checkbox to enable or disable the PPPoOE service.

2) Username
e The username of the PPPoE client

e Data type: Display String

3) Password, Confirm
e The password corresponding to the username of the PPPoE client
e Must key in the same input at the Confirm field to avoid mistakes

e Data type: Display String
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e Network > WAN > Add VLAN Tag

VLAN Tag for WAN
YLAN Tag List

IC» IP Metmaszk Cotnrmerit Active

Action |ﬂ\dd hd

Add Table Entry (%]
D |

Twpe |Stati|: o
IP |

Metmask |

Comment |

Status |Enable b

il
Note that there is an Add VLAN Tag button at the WAN page. Press the button would open
the VLAN Tag page, where user may define the VLAN ID for a desired WAN interface.

1. If your Ethernet network that connect to WAN port supports VLAN
& Note tagging and you plan to make the Mesh Network route for different
purpose, you can use the “Add VLAN Tag” button to create different
VLAN for WAN interface.
2. Only the default WAN is un-tagged. Any other newly inserted WAN
interface will be tagged follow the ID setting that range from 1 to 4095.
Maximum is 15 virtual WAN interfaces are allowed.

Parameters (VLAN Tag List columns)
1) ID
e The VLAN-ID
e Data type: Integer, in between 1 and 4096
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2) Type
e The type of the WAN-VLAN defined.
e Available option: Static and DHCP
3) IP
e The IP Address of the interface.
e This field is disabled if the Type chosen is DHCP
e Data type: IP Address
4) Subnet

e The corresponding subnet for the IP Address of the interface.
e This field is disabled if the Type chosen is DHCP
e Data type: IP Address

5) Comment
e Optional comment regarding the table entry

e Data type: Display String
6) Status

e Enable or disable the table entry.

e Available option: Enable and Disable

Hit the Back button to go back to the WAN-Type page.
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5.3.1.5 Network > VLAN
VYLAN Tahle
2]
I Marne IP Address Metmask Catnmetit
(] lani 2334224334 (255255 2550 |heswewwireless
1 vlarnd n.oo0no 255 255 255 255 hath lan
2 vlan2 1921681 1 255 2552550

| Edt active vap |

Inactive VAP List [vLAN3

Edit Inactive VAP -- VLANS

/|| Edit Inactive vap |

(2]

D |

Type |S‘tati|: ke
P Address |

Metmask |

Address Type |R|:uutat:ule Rl
Comment |

Active |Disat:ule Bl

Save Changes

The page is displaying the VLAN Table which is showing the activated VAP of the Mesh AP.
There are total of 16 VLANs available in the device. In order to activate an inactive VAP,
choose an entry from the Inactive VAP List, then click the Edit Inactive VAP button. Then the
Edit Inactive VAP — VLANX panel would appear. Similarly, to edit or disable an active VAP,

user can select the entry from the table, and hit the Edit Active VAP. Fill in the following

parameters:

1) ID

The ID for the VLAN interface.

e The value is ranged between 1 to 4095, where 0 is reserved for VLANO

2) Type
The type of the VLAN

PLANET Mesh Network Manager Guide
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3)

4)

5)

6)

7

IP Address
e The IP Address of the selected VLAN interface

Netmask
e The Netmask for the IP Address

Address Type
e The type of the IP Address, either NAT or Routable

Comment

e An optional comment regarding the table entry

Active
e The status of the VAP

e Set to Active to enable an inactive VAP; set to Inactive to disable an active VAP.

Finally click the Save Changes button to commit the changes.

f 1. ONLY VLAN 0, the default VLAN, is un-tagged packets. For VLAN 1 to
Note

VLAN 15, it will be tagged packets at LAN interface after it is enabled.
And for Wireless interface, different SSID are required for different
VLAN.

2. The connected LAN device should support VLAN tagging if you plan to
connect wired device for different VLAN.
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5.3.1.6 Network > Mesh

Wesh Configuration
P Address 10112
Mefmask  [55.265255.0
Comment |
Artive |Enuh|l: _VJ
[ Wireless Seltings J
Wireless Settings
MAC Address O0C60; ekl 4o BT
Mode ADHOT
Band E0211g ~|
ESSID |Defau
Frequency lauto vl
Beacon Interval 100
RTS Threshold 2346
Fragment Threshold §234E
DTIM Interval i
Data Rate o ™
T Antenna (Carl Detaut ~
R Antenna (Card Detaut v
Current Te Poweer (dBm) 27
T Power (dBrm) X ™
Sacurity \Cpen |
Encryption Key [ BB WRAGE

[ Save Changes | | Cancel

The Mesh configuration page read the data from the wireless interface, athO. Select the

Wireless Settings button to view or edit the corresponding data.

Parameters (Mesh Configuration)
1) IP Address
e |P Address for the Mesh interface

e Data type: IP Address

2) Netmask
e Netmask for the IP Address of the Mesh interface

e Data type: IP Address
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3)

Comment
e An optional comment regarding the Mesh interface

e Data type: Display String

4) Active

e The status of the Mesh interface, either active or inactive.

Parameters (Wireless Settings)

1)

2)

3)

4)

5)

6)

7

MAC Address
e The Mac Address of the Mesh interface

e This is a read-only parameter

Mode
e Define the mode of the Mesh interface

¢ In this case, the mode is fixed to AD-HOC

Band
e The band to use
e Three options available: 802.11a, 802.11b, and 802.11g

ESSID
e The identifying name of a wireless access point’s network

e Data type: Display String

Frequency

e The operating frequency of the athO wireless network interface in Mega Hertz.

Beacon Interval
e The beacon interval in milliseconds
e Data type: Integer, in between 20 and 1000

e Default value is 100

RTS Threshold

e The RTS Threshold value

o Data type: Integer, in between 256 and 2346
e Default value is 2346
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8) Fragment Threshold
e The Fragment Threshold value
e Data type: Integer, even number only, in between 1500 and 2346

e Default value is 2346

9) DTIM Interval
e Data type: Integer, in between 1 and 256

e Default value is 1

10) Data Rate
e Select the data rate of the interface from the list

e Available selection: Auto, 1, 2,5.5, 6, 9, 11, 12, 18, 24, 36, 48, 54 Mbps

11) TX Antenna
e The properties of the transmission antenna

e Available selection: Diversity, Portl, Port2 and Card Default

12) RX Antenna
e The properties of the reception antenna

e Available selection: Diversity, Portl, Port2 and Card Default

13) Current Tx Power (dBm)
e This is a read-only field indicating the current transmission power used by the
mesh interface.

e The value is in the unit of dBm

14) Tx Power (dBm)
e The transmission power field, where user can alter the level of power through the
selection available.
e The default value for this field is Max, which will use the maximum power level of

the wireless interface.

15) Security
e The security type to be used by the wireless network, wither open, WEP, or AES

16) Encryption Key
e The encryption key used in corresponding to the security type used.

e Data type: Octet String
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5.3.1.7 Network > Wireless Configuration

The upper portion of the Wireless Configuration page is displaying the common settings of all
the wireless interfaces. The parameters here will be applied to all the VAP. The table in the

page is showing the list of virtual APs. User can only edit the information in the table.

Wireless Configuration
Commoh Settings

MAC Address OB 3ehd 1 90

Mode |ap w
Band 02119 -
Frequency |59; 6 3GHz |
Tx Antenna |c.ar-:' Detautt W
Fodrtenna |card Detautt v
Current Te Power (dBmj10

T Power (dBm) e v/

Active Virtual AP
== Securty Comenent
AP opei(1) newawireless |
AP2 wep() hiatlan
AP3 ‘open(1) |
Action [Edt v/
Wireless Configuration - Edit [x]
ESSID APS
Broadeast S5ID Eraiole w | Data Rate a0 w
Beacon Intersal fion S ecurity Open |
RTS Threshold 2346 VPR Type
s
Fragrment Thresholdzs4a BOZ.1x
DT Inte el ﬁ Encryplion key
Save Changes

Parameters (Common Settings)
1) MAC Address

e The Mac Address of the Wireless interface

e This is a read-only parameter

2) Mode
e The Mode is fixed to AP
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3)

4)

5)

6)

7

8)

Band
e The band to use
e Three options available: 802.11a, 802.11b, and 802.11g

Frequency

e The operating frequency of the athl wireless network interface in Mega Hertz

TX Antenna
e The properties of the transmission antenna

e Available selection: Diversity, Portl, Port2 and Card Default

RX Antenna
e The properties of the reception antenna

e Available selection: Diversity, Portl, Port2 and Card Default

Current Tx Power (dBm)
e This read-only field indicating the current transmission power level used by the
wireless interface.

e The value is in the unit of dBm

Tx Power (dBm)
e The transmission power level of the wireless interface
e The default value is Max, where the device will tune the transmission power to

the maximum level of the wireless interface.

Click the Save Changes button to commit the common configurations.

Parameters (Virtual AP list)

1)

2)

3)

ESSID
e The Enhanced Service Set Identifier of the wireless network

e Data type: Display String

Broadcast SSID
e Enable or disable the SSID to be broadcasted.

Beacon Interval

e The beacon interval in milliseconds
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e Data type: Integer, in between 20 and 1000

e Default value is 100

4) RTS Threshold
e The RTS Threshold value
e Data type: Integer, in between 256 and 2346
e Default value is 2346

5) Fragment Threshold
e The Fragment Threshold value
o Data type: Integer, even number only, in between 1500 and 2346

e Default value is 2346

6) DTIM Interval
e DTIM Interval
e Data type: Integer, in between 1 and 256

e Default value is 1

7) Data Rate
e Select the data rate of the interface from the list
e Available selection: Auto, 1, 2,5.5, 6, 9, 11, 12, 18, 24, 36, 48, 54 Mbps

8) Security
e The security type, can be either Open, WEP, WPA1, WPA2, and WPA1&2

9) WPA-Type
e The type of the WPA security mode
e Available options: TKIP and AES
e This field is only writable if the security type WPA is selected

10) 802.1x
e Enable or disable the use of Radius Server as authenticator

e This field is only enabled if WEP or WPA is selected

11) Encryption Key
e The encryption key depends on the type of security mode using

e This field is only enabled if WEP or WPA is selected
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5.3.1.8 Network > Route

Route
Route Table
2]
Subnet Mekrmask, IJsing Zormmenk Ackive
192.1658.12.1 [255.255.255.0 |indireck(2) kesk enablel1)
172.18.1.58  |?55.255.255.0 |direct(1} bests enablel 1)
10.16.7.1 255,255.255.0 indireck(2) nietentry enablel1)
Action |Please seleck an action.. 4
Add Table Entry A
Subnet |
Metmask |
Gateway |
Device |
Direct | Direct (Device) ™)
Cormrnent |
Status  |Enable v

The route table is a network map that notifies the node about the way to deliver the packets to

its addressee. This configuration page presents the routing table of the Mesh AP.

Parameters:
1) Subnet
e The subnet address of the route

e Data type: IP Address

2) Netmask
e The netmask corresponding to the subnet address

o Data type: IP Address

3) Gateway
e The gateway IP Address for this route entry

e Data type: IP Address

4) Device
e Specifies the route devices for this route entry

e Data type: Octet String
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5) Direct
e Select the type of routing, either direct or indirect.

e Direct type using device, whereas indirect is using the two hope gateway
6) Comment
e An optional comment regarding the route table entry

e Data type: Display String

7) Status

e Specify the status of the route entry, enable or disable.

5.3.1.9 Network > IP Sec (MAP-3100 only)

IP Sec

Enable IP Sec Feature

Type 509 v
Local 1D %503

Remaote ID R4

Femote IP Address Pk

Femote Subnet

|
Rerote Metrmask |
Local Cedificate Password |
Local RSA Key |
|

|

Femote RSA Key
PEI

Save Changes ][ Cancel

The IP Sec configuration page enable user to alter the setting of the IP Security Protocol. With
IPSec, a security “tunnel” is created between the source and destination point, allow the
packet to be sent through the “tunnel”. In this page, user can define the characteristics,
including the certificate key and RSA key, of the tunnel.

Parameters:

1) Enable IP Sec

e A checkbox to enable or disable the IPSec service.
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2) Type
e Select the type of the IPSec protocol.

e Available selection:

o x509
o0 RSA
o PSK

3) Local ID
e The identifier of the local host.
e Data type: Octet String
4) Remote ID
e The identifier of the remote host at the other end

e Data type: Octet String

5) Remote IP Address
e The IP Address of the remote host.
e Data type: IP Address

6) Remote Subnet, Remote Netmask

e The Subnet where the remote host is located at, with its correspond netmask

e Data type: IP Address

7) Local Certificate Password

e The x.509 certificate pem passphrase, used when IPSec type x509 is

selected

e Data type: Octet String
8) Local RSA Key
e The RSA Key of the local host, used when IPSec type RSA is selected

e Data type: Octet String

9) Remote RSA Key

e The RSA Key of the remote host, used when IPSec type RSA is selected

e Data type: Octet String

10) PSK
e The PSK Key, used when IP Sec type PSK is selected
e Data type: Octet String
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5.3.1.10 Network > L2TP Client

L2TP Client

Enable L2TP Client Service
LNS Address (2071256410

Lsername bztpc:lierrt
Sacret |1r*1:###1r1r1r*## Canfirm |************
[ Save Changes ] [ Cancel ]

The L2TP (Layer 2 Tunneling Protocol) is a tunneling protocol that used to support the virtual
private network. Admin can create a L2TP client at this panel for the network traffic tunneling
purpose.

Parameters
1) Enable L2TP Client Service

e A checkbox to enable or disable the L2TP feature

2) LNS Address
e The L2TP Network Server address.
e Data type: DNS String

3) Username
e The username for the L2TP client

e Data type: Display String

4) Password
e The correspond password for the username above

e Data type: Display String
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5.3.1.11 Network > OLSR (MAP-3100 only)

OLSR

[¥] Enable OLSR

TOS YWalue |h-1inimize delay

[] Enable willingness

Willingness Level 5 (0~ 7)

[¥] Enable Hysteresis

Hysteresis Scaling 05 {0~ 4.00)

Hysteresis THR High b.E (0~ .00

Hysteresis THR Low 0.3 (0 ~ 4.00)

Link Qwality Type |Llse for MPR and Routing I #
Link Quality Size 11 (3~ 128)

Foll Rate b.EI?’ (002 ~70.0]

TC Type |Send all Meighbours | #
MPR 20 (1 ~ 20)

Shared Kel!lll }mxzxzxz Cnnﬂrm rmaxaxax

( Save Changes 3 ( Reset 3 ( Cancel 3

The OLSR configuration page defines the Optimized Link State Routing protocol of the Mesh
AP. It is a routing protocol for the Layer 3 mesh backhaul connections.

Parameters
1) Enable OLSR

e A checkbox to enable the OLSR service

2) TOS Value
e This field define the type of service value that should be set in the OLSR
control traffic packet IP headers

e Data type: Integer

3) Enable Willingness
e A checkbox to enable the willingness of the Mesh AP.
e Willingness of an AP is defined as the readiness of a node to carry and

forward traffic for other nodes.
4) Willingness Level
e The level of the willingness.

e Data type: Integer (0-7)
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5) Enable Hysteresis
e A checkbox to enable the hysteresis of the Mesh AP
e Link hysteresis determines the criteria at which a link to a neighbour is
accepted or rejected. Hysteresis adds more robustness to the link sensing,

but delays the neighbour registration.

6) Hysteresis Scaling
e The level scale of the hysteresis

e Data type: Float (0.0 ~ 1.0)

7) Hysteresis THR High
e The upper limit (threshold high) of the hysteresis
e Data type: Float (0.0 ~ 1.0)

8) Hysteresis THR Low
e The lower limit (threshold low) of the hysteresis
e Data type: Float (0.0 ~ 1.0)

9) Link Quality Type
e The type of link quality
e Available options:
o Disable
0 Use for MPR selection

o0 Use for MPR selection and Routing

10) Link Quality Size
e The Link quality window size

e Data type: Integer, default size is 10

11) Poll Rate
e The polling rate, where the value is in the interval of 0 and 1

e Data type: Float

12) TC Rate
e The TC redundancy specifies the level of neighbour information should be
sent in a TC message.

e Available options:
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o0 Send only MPR Selectors
o0 Send only MPR Selectors and MPRs
o0 Send all neighbours
13) MPR
e This field specifies how many MPRs a node should try select to reach every
2hop neighbour

e Data type: Integer, default value is 1

14) Shared Key
e The secret shared key.
e User must re-enter the same password at the Confirm field to set this field

e Data type: Display String

Unless you are familiar with the setting, otherwise we would suggest to
Note  keep the value unchanged, or press Reset to set back to default. These
settings should fit for the most application.

5.3.1.12 Services > NTP

Enable MNTF Service ?

TimeZone |TW +2503+12130 AsiafTaipel |
[ Save changes ] [ Cancel
MNTP Takle
2]
Server Min Poal Mae: Paoal Comment Active

asia,pool,nkp.org |4 |1III |Default SEFVEF |ena|:ule{1]| |
Action | Please select an ackion,. v

The NTP service implements the Network Time Protocol to the Mesh APs to synchronize the
system time to some time reference. The NTP Table in this page lists the NTP server that is
used by the device.
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Parameters
1) Enable NTP Service

e A checkbox to enable the NTP service of the system

2) Time Zone
o A list of time zones is available in the drop down list. Select the appropriate

one to synchronize.

Parameters (NTP Table columns)

1) Server
e The NTP server host name

e Data type: DNS String

2) Min Pool
e The minimum pool time of the server, in seconds

e Data type: Integer, default value is 4

3) Max Pool
e The maximum pool time of the server, in seconds

o Data type: Integer, default value is 10

4) Comment
e An optional comment regarding the NTP Table entry

e Data type: Display String

5) Active

e The status of the NTP Table entry, either active or inactive
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5.3.2 Services > DHCP (MAP-3100 only)

DHCP
[] Enahle DHCPD semice
DHCPD Table
2]
iface | Subrnet Start IP End [P Metmask hax lea... Default ... Daomain DS Router | Commert | Active
viand [172164.0/172161 2 172,161 254 255255 2550 [3600 1200 ahonymous 1721611 10161 1 |enabiect) |
Action |Edt A
Edit Table Entry ]
lface |v|anD |
Subnet 1721610 Metrnask [55.255 2550
Met Start 1724612 Met End 72161254
Max Lease Time bBDD Default Lease Time |1an
Domain Ianon\,n'mous
DG 724611
Router 01641
Comment |
Status |Enab|e lidl
Edlit

The DHCP service offers the Mesh AP a feature to assign dynamic IP Address to all the

clients. The DHCPD Table in this configuration page lists the dynamic IP assignments in the
device.

Parameters (DHCPD Table columns)
1) Iface

e The name of the active interface in the Mesh AP unit.

e Data type: Octet String

2) Subnet
e The subnet address

o Data type: IP Address

3) Netmask

e The netmask corresponding to the subnet of the table entry

e Data type: IP Address
4) Net Start

e The starting IP Address in the subnet for the assignment.

e Data type: IP Address
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5) NetEnd
e The last IP Address in the subnet for the assignment

e Data type: IP Address

6) Max Lease Time
e The maximum duration for the client to retain its current IP Address

e Data type: Integer, in the range of 600 to 864000 seconds

7) Default Lease Time
e The lease time defined for the client to retain its current IP Address. Once the
time is up, the IP Address will be released.

e Data type: Integer, in the range of 600 to 864000 seconds

8) Domain
e The domain name for the DHCP Server

e Data type: DNS String

9) DNS
e The IP Address of the DNS server of the subnet
e Data type: IP Address

10) Router
e The router IP Address of the subnet

e Data type: IP Address
11) Comment
e An optional comment for the particular table entry

e Data type: Display String

12) Status

e The status of that particular table entry, either active or inactive
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5.3.2.1 Services > MAC Access

MAC Access
Enable MAC Access ¢
Filter Type |Allcuw W
[ Save changes ] [ Cancel ]
[ Brovweze Active Lsers ]
MAC Access Table
2]
Mac Address Type Cotmrmenit Active
00 f1 5 0391 05 [allowi1) enaklel1)
001302004831 |deny(2) [testing dizablel2)
0012 ed 42 67 ac |deny(2) |Come From Browse Active  enablell)
00 3c 93 45 67 ac |alow (1) |Come From Browse Active  |enablel1)
Artion  |Pleaze select an action.. w

The Mac Access feature of the Mesh AP provides a filtering method to limit the accessing of

the client. User can set the Mac Access Table to deny or inversely, allow the client that

defined with their Mac Address to attach to the network.

Parameters:
1) Enable MAC Access
e A checkbox to enable or disable the MAC Access feature

2) Filter Type
Define the filter type of the user not listed in the MAC Access Table, either to

allow or deny the client entries to access the network.

Parameters (MAC Access Table)

1) Mac Address
e The Mac Address of the client to be filtered.

e Data type: Mac Address
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2) Type
e Define the type of control for the corresponding Mac Address, either Allow or

Deny

3) Comment
e An optional comment regarding the client

e Data type: Display String

4) Active

e The status of the table entry, either active or inactive
The Browse Active Users button opens a list that shows every active user associating to the

network. From this table, the administrator may add the desired user into the Mac Access

Table, by using the Update button. Choose the type of accessing from the drop down list.

Active User

User List
B
&
{ Mac Address D OP Address b,
00 Eb1z91 Of 2 10161457
00 kS 0288 16 72 10161142

Add User to MAC Access Tahle

|
Mlow 4 Updste

Back
ac
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5.3.2.2 Services > NAT (MAP-3100 only)

The Network Address Translation service enables the clients with IP addresses that are not
globally unique to connect to the network by translating those addresses into a globally

routable IP address space.

Enahle MNAT Service
MAT Table
2]
Protocal Port IP Address Commenk Active
bath 3 1123 209,125.52.1 none enablef1)
udpi) 3045 192.168.185.1 |udp3045 enahle(1)

Action [add

Add Table Entry x]
Frotocol |TCP bl
Port |
IP Address |
Cormment |
Status |Enable v

Parameters
1) Enable NAT Service

e A checkbox to enable or disable the NAT service

Parameters (NAT Table column)
1) Protocol
e Protocol to use. Choose from UDP, TCP and Both

2) Port
e The port number to forward to.

e Data type: Integer, in the range of 1 to 65535

3) IP Address
e The destination host IP Address
e Data type: IP Address
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4) Comment

e An optional comment regarding the selected table entry

e Data type: Display String
5) Active

e The status of the selected table entry, either active or inactive

5.3.2.3 Services > Firewall (MAP-3100 only)

The Firewall service is the security feature that included in the Mesh AP to limit certain type of

traffic. User can define and add a firewall rule through this configuration page.

Firewall

Enahle Firewall Service?

Firewall Table

2

Target Saurce iface | Deskina... | Source IP Source Mask | Destinatio... | Destination ... | Protocol | Start ... | End Part Cornr,., | Active
allow1)  |wlani [vlan1 [172.16.141.5 [255.255.255.0 [201.134.12.10 [255.255.255.0 |5 3000 3004 [nane lenable(1} |
deny(2)  |wlanl wlanl 1.0.0.0 |255,255,255.0 [3.0.0.0 |255.255.255.0 |1 -1 -1 1P lenable(1) |
Action | Edit ] ==

Edit Table Entry (x]

Target |Deny ]

Source Iface  wlant Destination lface plan

Saource IP 1.0.0.0 Destination IP 3.0.0.0

Source Magk [255.255.255.0 Destination Mask 255.255.255.0

Paroteal [t

Start Part L End Part H

Comment 1CMP

Status |Eniabe ]

Parameter
1) Enable Firewall Service

e A checkbox to enable or disable the firewall service

Parameters (Firewall Table columns)
1) Target

o Define the type of the firewall rule, allow or deny the traffic
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2)

3)

4)

5)

6)

7

8)

9)

Source Iface
e The source interface of the firewall rule.

e Data type: Octet String

Destination Iface
e The destination interface of the firewall rule

e Data type: Octet String

Source IP & Mask
e The IP Address and its netmask of the source interface

o Data type: IP Address

Destination IP & Mask
e The IP Address and its netmask of the destination interface

e Data type: IP Address

Protocol
e The protocol of the rule.

e Data type: Integer, in the range of 0 to 255

Start Port & End Port
e The start and end define the range of port.
e Data type: Integer, in the range of -1 to 65535
o Fill the fields with *-1' if the ports is not applicable

Comment
e An optional comment regarding the firewall rule

e Data type: Display String

Active

e The status of the firewall rule, either active or inactive
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5.3.2.4 Services > Traffic Shaping (MAP-3100 only)

Traffic Shaping

D Enable Traffic Shaping Service

WiAR Lplink Speed (hbps) |7

WAN Downlink Speed (Mhps) 100

User Uplink Speed (kbps) 2570

User Downlink Speed (kbps) 2560

{ Save Changes

»
"

{ Cancel 3

Traffic Shaping Table

(5 ~100 mbps
e ~ 100 mbps)
{32 ~ 65534 khps)
{32 ~ 65535 khps)

@

Cprotocol 2 CPort 2 CMin Size ) O Max Size

O Cpriorty 2 C Comment 2 C Active )

Action |Add | ¢'@

Add Table Entry (x)
Protocal |TCF' [
Part | (1 ~ 65535
Min Size | (1 ~ B5535)
Max Size | (1 ~ 65535)
Priority |Backgrnund | : '
Comment |

Status |Enable I # '

Add

User can set the download and upload speed at the Traffic Shaping configuration page in

order to alter the network performance. The Traffic Shaping Table defines the traffic volume

for a port with a specified protocol.

Parameters

1) Enable Traffic Shaping service

e A checkbox to enable or disable the Traffic Shaping service on the Mesh AP

2) WAN Uplink Speed

e Define the upload speed of the WAN interface
e Data type: Integer, in the range of 5 and 100 Mbps
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3) WAN Downlink Speed
e Define the download speed of the WAN interface

e Data type: Integer, in the range of 5 and 100 Mbps

4) User Uplink Speed
o Define the user default upload speed.

e Data type: Integer, in the range of 32 and 65535 kbps

5) User Downlink Speed
e Define the user default download speed

e Data type: Integer, in the range of 32 and 65535 kbps

Parameters (Traffic Shaping Table)

1) Protocol
e The protocol to use.
e Available choice: UDP, TCP and Both

2) Port
e The port number

e Data type: Integer, in the range of 1 and 65535

3) Min Size
e The minimum size of the data packet

e Data type: Integer, in the range of 1 and 65535

4) Max Size
e The maximum size of the data packet

e Data type: Integer. in the range of 1 and 65535

5) Priority
e The priority to be assigned to the rule

e Available choice: Background, Video, Voice and Best Effort

6) Comment
e An optional comment regarding the table entry

e Data type: Display String
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7) Status

e The status of the table entry, either active or inactive

5.3.2.5 Services > PPTP Server (MAP-3100 only)

PPTP Server

Enable PPTF Server Service
Server |P 10.1.1.1
Client IP Start |1 n1.1.2
Client IP Stop |1 01.1.11

[ Save changes H Cancel

PPTP Server Table

2]
Ilsername IP address Carnrnent Bctive
NewUser |1IZI. 1.1.3 management YPH |ena|:-|e{1]l |
Action | Add _v_
Add Table Entry [x]
sername |
Password | Confirm
IP Address |
Comment |
Status |Enable v

The Point-to-Point Tunneling Protocol is best suits for remote access applications of VPNs.
The PLANET Mesh Network Management Tools required a VPN connection to monitor the
mesh network remotely. Hence a PPTP server is required. The PPTP Server is used to assign

a user to a specified IP Address.

Parameters:
1) Enable PPTP Server Service

e A checkbox to enable or disable the PPTP server service.
2) ServerIP

e The IP Address of the PPTP Server
e Data type: IP Address
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3) Client IP Start
e The start of IP Address range assigned for the client

e Data type: IP Address
4) Client IP Stop
e The end of IP Address range assigned for the client

e Data type: IP Address

Parameters (PPTP Server Table)

1) Username
e The user name for the VPN client

e Data type: Display String

2) Password
e The password corresponds to the username
e Must re-enter the same password at the Confirm field.

e Data type: Display String

3) IP Address
e The IP Address assigned to the client
e The IP MUST be in the range of the Client IPs pre-defined
e Data type: IP Address

4) Comment
e An optional comment regarding the PPTP client.

e Data type: Display String

5) Active

o Define the status of the PPTP Server table entry, either active or inactive
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5.3.2.6  Services > Mobile IP (Future Feature) (MAP-3100 only)

Trasparent Mobile IP

Enable Transparent Maohile [P Service

Metwork Mame }'neshNet
MLRD IP Address [129.168.1.254

[ Save Changes ][ Cancel

The Transparent Mobile IP is a feature that allows the AP’s client, whose IP address is
associated with one network, to stay connected when move on to another network with a
different IP address. This feature proved advantage for the mobile device user who is not
stationary.

Parameters
1) Enable Transparent Mobile IP service

e A checkbox to enable or disable the service of Mobile IP

2) Network Name
e The Mobile IP community

e Data type: Octet String
3) MLRD IP Address

e The IP Address for the Mobile Location Register Daemon.

e Data type: IP Address
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5.3.2.7 Services > Captive Portal

Captive Portal

[¥] Enable Webbased Autheniication
[¥] Enable POP-FUSH

Redirect Address

ey redirectaddress . com

External Loegin Server

[# Enable Eemal Login Server
LIRL In:::rtcrr*.dll:-gh.cum

Timeouts
ldle-Timeout™ ooon . seconds (0 ~ B5535)
Session-Timeour™ =02 seconds (0 ~ G5535)

b The valud can be ovérridden b the RADIUE

Lagin Methods
E Enable hultiple Login With Same Mame

[] Enable 1x Login when &vailable

HTTPS [ Allowed Fort 1307 (1000 ~ B5ES)
HTTP [ Allowed Fort EBJIIEE (000 ~ 65535
Wieh Space [ Allowed Pod f- ] {1000 ~ BE535)

Language |english

i »
| Save Config | fﬂannal b

The Captive Portal configuration page defines the login parameter for a client user.

Parameters:
1) Enable Web-Based Authentication

e A checkbox to enable or disable the Web-based authentication option

2) Enable POP-PUSH

e A checkbox to enable or disable the feature of pushing email to
unauthenticated users

3) Redirect Address

o Define the URL where the user will be redirected to upon their successful
login

e Data type: Display String
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4)

5)

6)

7

8)

Enable External Login Server

e A checkbox to enable or disable the external login server

URL
e The URL of the external login server

e Data type: Display String

Idle-Timeout

e The default value of time to wait, in seconds, before declaring the user is in

the idle mode.

e Data type: Integer, in the range of 1 and 65535

Session Timeout
e The default value of time to wait, in seconds, before the session timeout

e Data type: Integer, in the range of 1 and 65535

HTTPS allowed & Port
e Tick the checkbox to enable user login with HTTPS.

e Enabling the HTTPS will enable its correspond Port field, where to enter the
HTTPS port number

e Data type (Port): Integer, default value is 3000
o Datarange: 1000 ~ 65535

9) HTTP allowed & Port

e Tick the checkbox to enable user login with HTTP

e Enabling the HTTP will enable its correspond Port field, where to enter the
HTTP port number

e Data type (Port): Integer, default value is 3001

e Datarange: 1000 ~ 65535

10) Web Space allowed & Port

e Tick the checkbox to enable the internal web space.

e Enabling the Web Space will enable its correspond Port field, where to enter
the Web Space port number

e Data type (Port): Integer, default value is 3003

o Datarange: 1000 ~ 65535

11) Language

e The login language: English
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5.3.2.8 Services > Radius

The RADIUS server is used to authenticate and store the details of the client who log on to it.

It also used as an accounting protocol for carrying accounting information between the
network access server and a shared accounting server.

RADIUS Client

[] Enable RADILIS Client Service
MAS ID Planet
Called Station 1D Planet
MAS Part 4

MAS Paort Type 19

Interirn Update Intersal =00

[ Sawe changes H Cancel

Radius Server Tabla

[arne Type Port Camment Ackive

Add Table Entry

Server Mame  |Planet

Server Type |M‘:hentu:a:e ™
SererPort  [102%

Sener Secret [TawErs Canfirm lﬁ
Comrment ]
Status |Enable =

[Lasd )

Action |Add 7

Parameters
1) Enable RADIUS Client Service

e A checkbox to enable or disable the RADIUS Client service

2) NASID

e The NAS Identifier is a string that use to identify the NAS originating the
Access-Request

e Data type: Display String

3) Called Station ID

e The called station ID allows the NAS to send in the Access-Request packet

the phone number that the user called

e Data type: Display String
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4) NAS Port
e The physical port number of the NAS, which is authentication the user

o Data type: Integer, in the range of 1 and 65535

5) NAS Port Type
e The NAS Port type defines the type of the physical port of the NAS, which is
authenticating the user.
e It can be used instead of, or in addition to the NAS Port field

e Data type: Integer, in the range of 1 and 65535

6) Interim Update Interval
e This field specifies the update interval, in seconds, for RADIUS accounting
purpose.

e Data type: Integer, in the range of 1 and 65535

Parameters (Radius Server Table column)

1) Server Name
e The name of the RADIUS client
e Data type: Display String

2) Server Type

e The type of the server, which could be Accounting or Authentication

3) Server Port
e The server port used by the client

e Data type: Integer, in the range of 1 and 65535

4) Server Secret
e The client’s secret key
e MUST reenter the same secret key at the Confirm field.

e Data type: Display String

5) Comment
e An optional comment regarding the RADIUS client

e Data type: Display String

6) Status

o Define the status of the table entry, either active or inactive
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5.3.2.9 Services > Dynamic DNS

Dynamic DNS

Enable Dynamic DMS Service

OrE Provider |easydns b
Hostname Ianu:unym-:uus
Llsername }wnngzy
Pagswurd |1HHHHHHHr Cnnﬂrm |1HHHHHHH?
[ Save Changes ] [ Cancel ]

The Dynamic DNS feature of the Mesh AP unit provides the ability to assign and tie the
domain name to a dynamic IP Address. Hence, management from the other site of the
network is able to connect to the device without tracing its IP Address. The page is used to

configure the Dynamic DNS settings.

Parameter
1) Enable Dynamic DNS Service
e A checkbox to enable or disable the feature of A checkbox to enable or

disable the feature of Dynamic DNS

2) DNS Provider
e Select the dynamic DNS provider

e Available options: dyndns, easydns, no-ip, zoneedit, tzo

3) Hostname
e The hostname associated with the service provider

e Data type: Display String

4) Username
e The username for the dynamic DNS service

e Data type: Display String

5) Password
e The password for the username above

e Data type: Display String
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5.3.2.10 Services > Zero Config (MAP-3100 only)

Zero Config

Enable Zera Caonfig Senvice

[] Handle Cliant Prasy
Praoxy Port 3000
Handle Static [P Client

[ Save Changes H Cancel

Parameters
1) Enable Zero Config Service

e A checkbox to enable or disable the Zero Config service of the Mesh AP

2) Handle Client Proxy

e A checkbox to enable or disable the feature to handle client proxy

3) Proxy Port
e The port used in proxy login
e Data type: Integer, default value is 3001
e Datarange: 1000 ~ 65535

4) Handle Static IP Client

e A checkbox to enable or disable the feature to handle static IP client

5.3.2.11 Services > Auto IP (MAP-3100 only)

The Auto IP Service of the system will assign a unique IP Address to the system. Upon the
successful assignment, a Mesh IP Address and VLANO IP Address will be provided. As a
result, the DHCPD settings will be altered to match with the VLANO IP.

Auto IP Configuration

Enable Auto IP Service

Mesh IP Prefix 10 A
YLAM IP Prefix (172 A

[ Save Changes ][ Cancel

PLANET Mesh Network Manager Guide Page 110 of 126



PLANET Mesh Network Manager Guide

Parameters
1) Enable Auto IP Service

e A checkbox to enable or disable the Auto IP service of the Mesh AP

2) Mesh IP Prefix
o Define the prefix of the Mesh IP Address.
e Data Type: Integer, in the range of 0 to 255
e Default Value: 10

3) VLAN IP Prefix
o Define the prefix of the VLANO IP Address
e Data type: Integer, in the range of 0 to 255

e Default value is 172
5.3.2.12 Services -> Route Watch Dog (MAP-3100 only)

The route watchdog will probe for default route periodically. In case if the default route is not
detected, it will change the ESSID of the active wireless radio to the value set in this panel, as

to alert the user regarding the failure.

Route Watch Dog

Enahble Route Watch Dog Senvice

S50 (Use when no default route) |5l3r'-'il:eD|:|wn
Interval 30

[ Save Changes H Cancel ]

Parameters
1) Enable Route Watch Dog Service
e A checkbox to enable or disable the route watchdog service of the Mesh AP

unit

2) SSID
e The SSID used when the default route is not detected throughout the
watchdog routine.

e Data Type: Display String
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3) Interval
e The checking interval of the route watch dog, in seconds
e Data Type: Integer, in the range of 10 to 60

e Default value: 30
5.3.2.13 Services -> System Watch Dog (MAP-3100 only)

The Linux kernel watchdog is intended to monitor the integrity of the system periodically. In
case if there is any error occurs, the watch dog would trigger a system reboot in order to

prevent the system from failure.

Linux Watch Dog

Enable Linux Watch Dog Service
Interval FI:I

[ Save Changes H Cancel

Parameters
1) Enable Linux Watch Dog Service

e A checkbox to enable or disable the route watchdog service of the Mesh AP

unit

2) Interval
e The checking interval of the linux kernel watch dog, in seconds
e Data Type: Integer, in the range of 10 to 60 seconds

e Default value: 60

5.3.2.14 Services -> SSHD

SSHD

Enahle S5HD Service

Part D2

[ Save Changes ][ Cancel

At this page user will configure the SSH feature of the device.

Parameters
1) Enable SSHD Service

e A checkbox to enable or disable the SSH service of the Mesh AP unit
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2) Port
e The port number to be used by the SSH service
o Data Type: Integer, in the range of 1 and 65535

e Default value: 22

5.3.2.15 Services > WME

This page allows administrator to define the wifi multimedia QoS settings for each wireless
interface. WME defines eight categories: best effort, background, video and voice, with and
without BSS (Basic Service Set) mode.

Wireless Multimedia Extension
WHME Table
2

Interface Comnent Active

atho default adhoc ehakblel1]

athl default AP ehnakblel1]

Action |Ed'rt hd
Edit Table Entry (%]
Interface |athl:| ™|
Comiment Pefaurt adhoc
Status |Enat:ule Rl
Access Class CWMIN CWMAX  AIFS TXOPLIMIT ACM HO ACK POLICY
Best Effort 4 1o 7 2043 Disable  |v|Disable  [v]
Best Effort (B55) 3 4 " 5003
Background 4 1o 7 2043 Disable || Dissble v
Background (BS3) 3 4 " 5003
Video 4 1o 7 0 Disable  |v|Disable  [v]
Yideo (BSS) 2 3 " 1504
Voice 4 o 7 0 Disable || Disable |
Yaice [BSS) 2 3 " 1504

Parameters (WMM Table)

1) Interface

e The available wireless interfaces in the system

2) CWMIN
e CW defines the contention window size, which is the dynamic backoff interval

for legacy DCP implementation.
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3)

4)

5)

6)

7

8)

9)

e CWMIN specifies the minimum of CW value, in milliseconds
e Apply to all eight classes
e Data type: Integer, in the range of 0 to 255

CWMAX
e The maximum of CW value, in milliseconds
e Apply to all eight classes
e Data type: Integer, in the range of 0 to 255

e AIFS specifies the time interval between medium-idle and the start of media
access negotiations, in milliseconds

e Apply to all eight classes

e Data type: Integer, in the range of 0 to 255

TX OP LIMIT
e TXOPLIMIT (Transmit Opportunity Limit) specifies the duration that an end-
user device can transmit for the specific access category, in milliseconds
e Apply to all eight classes
e Data type: Integer, in the range of 0 to 65535

ACM

e Enable of disable the admission control for the access classes that without
BSS

NO ACK POLICY

e Enable of disable the support of no-ack for the access categories that without
BSS

Comment

e An optional comment regarding the table entry

Status

e Enable or Disable this table entry.
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5.3.2.16 Management > HTTPD

The HTTPD configuration page is to alter the settings on the Web-based management. The

HTTPD Access Table in this page defines the access control of the HTTPD management.

HTTPD

Enahble Webbased Management

Port 433

LIsernarme |admin

Fassword |******** Canfirm |wwwtwtww
Certificate Password |******** Confirm |H**HH

[ ]Enahle Access Caontral

[ Save changes ][ Zancel ]

HTTPD Access Tabkle

B

Device Subnet Metrmask, Idsing Caommenkt Ackive
vlanil |1 2.3 |5.5.5.5 ||:Ievin:e(1]| |hel|:| |enal:u|e{1]| |
Actian |F'Iease select an action, "

Parameters:
1) Enable Webbased Management
e A checkbox to enable or disable Web-based management of the Mesh AP

unit

2) Port
e The field defines the port used for HTTP daemon
e Data type: Integer, default value is 443
o Datarange: 1 ~ 65535

3) Username
e The username of the HTTP admin

e Data type: Display String, default value is “admin”

4) Password
e The password corresponding to the username above

e Data type: Display String, default value is “admin”
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5) Certificate Password
e The password for the HTTP certificate
e Data type: Display String, default value is “httpconf”

6) Enable Access Control

e A checkbox to enable or disable the access control of the HTTP daemon.

Parameters (HTTPD Access Table)

1) Device

e The name of the device allowed for access control

e Data type: Octet String

2) Subnet
e The subnet allowed for access control

e Data type: IP Address

3) Netmask
e The netmask for the Subnet IP above

e Data type: IP Address

4) Using

o Define the type of access control to use through, either Device or Subnet

5) Comment
e An optional comment regarding the table entry

e Data type: Display String

6) Active

o Define the status of the table entry, either active or inactive
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5.3.2.17 Management > SNMPD

SNMP

[ ] Enable SMMP Management

Version |P-II ¥
Port 167

Read-0nly Community |HHH Cl:unﬂrrr1|HHH

Fead-YWrite Cammunity |********* Cnnﬂrm|*********

Fead-Only Usernarme |readnn|yuser Read-Yrite Usernameﬁwriteuseﬂ
Auth Password |HHHH Confirm |HHHH

Private Passwaord |1HHHHHHHHHHH? Cnnﬂrm|wwwwwwwwwwww

Enahle Access Contral

[ Save changes H Zancel ]

SNMP Access Table

2

Device Subnet Metmask, Ising Comment Active
eth [192.168.1.92[255.255.2.., [networkiz)  |no comment [disablefz) |
Action |F‘Iease select an action,, v

This configuration page is used to alter the setting of the SNMP daemon in the Mesh AP unit.

The SNMP Access Table defines the access control of the SNMP management.

Parameters
1) Enable SNMP Management
e A checkbox to enable or disable the SNMP management
2) Version
e Define the SNMP version to use.

e Available selection: Version 1 or 2c, Version 3 and All

3) Port
e This field specifies the port used for SNMP management

e Data type: Integer, default is 161

4) Read-Only Community
e The community keyword used for SNMP version 1 or 2c, which allow the

read accessing only.
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Data type: Display String, default value is “public”
Data length: 4 ~ 32
MUST reenter the same community at the correspond Confirm field to edit

Please retain this parameters as it is used to plot the topology map

5) Read-Write Community

The community keyword used for SNMP version 1 or 2¢, which allow both the
read and write accessing

Data type: Display String, default value is “private”

Data length: 4 ~ 32

MUST reenter the same community at the correspond Confirm field to edit

6) Read-Only Username

The principal name of the SNMP version 3 daemon, which allow the read
accessing only

Data type: Display String, default value is “snmpv3rouser”

Data length: 8 ~ 50

7) Read-Write Username

The principal name of the SNMP version 3 daemon, which allow both the
read and write accessing

Data type: Display String, default value is “snmpv3rwuser”

Data length: 8 ~ 50

8) Auth Password

The password used user authentication (SNMP version 3 only)
Data type: Display String, default value is “snmpv3password”
Data length: 8 ~ 50

MUST reenter the same password at the correspond Confirm field

9) Privacy Password

The privacy protocol pass phrase used for SNMP version 3 only
Data type: Display String, default value is “snmpv3passphrase”
Data length: 8 ~ 50

MUST reenter the same password at the correspond Confirm field
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10) Enable Access Control
e A checkbox to enable the access control of the SNMP daemon

manangement

Parameters (SNMP Access Table)

1) Device

e The name of the device allowed for access control

e Data type: Octet String

2) Subnet
e The subnet allowed for access control

o Data type: IP Address

3) Netmask
e The netmask for the Subnet IP above

e Data type: IP Address

4) Using

o Define the type of access control to use through, either Device or Subnet

5) Comment
e An optional comment regarding the table entry

e Data type: Display String

6) Active

o Define the status of the table entry, either active or inactive

5.3.2.18 Management > SNMP Trap

The SNMP Alarm system embedded in the Mesh AP unit can be configured through this page.
The SNMP Trap Table in this page lists the SNMP Trap hosts.
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SNMP Trap

Enable Trap ?
Configuration Flash
Security ;
[v]wireless Image

Operatianal

[ ] Enahle Trap on Authentication Failure

Save changes H Canicel

SNMP Trap Table

P Address Camnmerit Active
1921681123 commert dizahle(2)

202179122 enablel )

Action |Add v

Add Table Entry (x]
IP Address |
COrmimunity | Confirm |
Comment |
Status |Enable

Add

Parameters:
1) Enable Trap
e A checkbox to enable or disable the SNMP trap feature

2) Configuration
e A checkbox to enable or disable the system to send the traps regarding

configuration

3) Security
e A checkbox to enable or disable the system to send the security traps

4) Wireless
e A checkbox to enable or disable the system to send the traps regarding

wireless
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5) Operational

e A checkbox to enable or disable the system to send the operational traps

6) Flash

e A checkbox to enable or disable the system to send the traps regarding Flash

7) TFTP

e A checkbox to enable or disable the system to send the traps regarding TFTP

8) Image

e A checkbox to enable or disable the system to send the trap regarding Image

9) Enable Trap on Authentication Failure

e A checkbox to enable or disable the trap on authentication failure

Parameters (SNMP Trap Table)
1) IP Address

e The destination IP Address of the trap receiver, to receive the trap

e Data type: IP Address

2) Community
e The community keyword of the SNMP Trap.
e Data type: Display String, default value is “public”

e MUST reenter the same community at the correspond Confirm field

3) Comment
e An optional comment regarding the table entry

e Data type: Display String

4) Active

o Define the status of the table entry, either active or inactive

PLANET Mesh Network Manager Guide Page 121 of 126



PLANET Mesh Network Manager Guide

5.3.2.19 Management > NMS Address

NMS Server Address
MNMS Address Table

2]
Setver Address Port Intersyal Camment Active
19216311090 (3138 B0 etablel1)
1921631163 [31382 B0 etablel1)

Action |Add Ed

Add Table Entry [x]
Serser Name |
Port |
Interval |

Comrment |

Status |Enat:ule hdl

Al

This table defines the destination of the notification. By adding a new entry, with the IP
Address and port number of the NMS, into the table, the AP would redirect a notification to

the specific NMS, in the defined interval. This table applies to every operating mode of the AP.

Parameters (SNMP Trap Table)

1) Server Name

e The destination IP Address / DNS of the NMS Server, to receive the
notification from this AP.

e Data type: DisplayString

2) Port
e The port number of the remote NMS to receive the notification

e Data type: Integer, ranged from 1 to 65535, with default value 8188

3) Interval

e The interval for the AP to send the notification message periodically, in

seconds.

e Data type: Integer, ranged from 60 to 300000, with default value 60
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4) Comment
e Anoptional comment regarding the table entry

e Data type: Display String

5) Active

o Define the status of the table entry, either active or inactive

5.3.2.20 Status > DHCP Client

At the status tab, the DHCP Client list displays the DHCP Client information such as Mac
Address, IP Address and their hostname. This table is a read-only table, hence administrator

is unable to edit the table using the AP Configurator.

DHCP Client Info

User List

&~
il‘-.ﬂau: Address b iIFl Addrezss b iHu:ustname b,
10161 2 00 b4 52 097210 test |

Close

5.3.2.21 Command > Reboot

Reboot

Warning ! Feboot the Mesh AP would cause all the
clients lost their connection until the process
iz comwplete. The process is likely to take ahout

WARNING 30szeconds.

Reboat now: ][ Back ]

The reboot feature in the AP Configurator enables the NMS admin to restart the Mesh AP, thru
the SNMP protocol, even if they are located remotely from the user. Once executed, all the

service provided by the AP will be halted, until the reboot process completed successfully.
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In order to reboot the Mesh AP, click on the Reboot now button in the Command > Reboot

page, and confirm the process at the window popup.

Note that the changes that perform on the AP thru the AP Configurator required a reboot to

commit to the device.

5.3.2.22 Command > Reset

Reset

Warning ! Reset the Mesh AP would cause all the
configuration done prewicously lost permanently.

WARNING

[ Reset to Factory Settings H Back ]

The reset feature, meanwhile, provide the user of the NMS to restore the factory default
parameters back to the device. This feature is extremely effective especially on the occasion
where the Mesh AP is having some error due to inappropriate configuration. However please
note that once the reset is performed, all the settings or changes done previously on the AP

will be removed permanently.
In order to reset the Mesh AP, click on the Reset to Factory Settings button in the

Command > Reset panel, and confirm the action at the popup window. Hit the Back button if

you wish to cancel the command.

5.3.2.23 Command > Download/Upload

Download / Upload

TFTP IP Address 1921651125

File Marme ies’[ing.cgi

File Type Contiy v
Qperation Type |Duwnlu:uad Ed
Password |

I Execute H Cancel
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This feature of the NMS enables the user to download or upload some files from or to the
Mesh AP unit via the TFTP protocol. By fill in the TFTP server IP address, the name of the file
as well as its type, and then define the type of operation, hit the Execute button will do. Three
types of operation are available, download, upload, and upload & reboot. Note that the
operation type download is only available for file type Config. The Password field is to enter

the key used for extract the IP x 509 local certificates.
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6 Technical Support

For Technical Support and other related feedback and information request, kindly please send

your request to the following email:
Email: support_wireless@planet.com.tw

In your email, please provide the following detail information:

Device Model No

Distributor

Date of Purchase

Device MAC Address

Brief Description of your

Problem or Request

Capture of Sys Log Info

Contact Info

Name

Company

Email
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